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ServiceNow GRC Application Preview
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ServiceNow GRC Application Preview
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ServiceNow GRC Application Preview
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GRC Application Preview

Self Assessment Survey - Attestation

Take Assessment

Click here for more information related to the control you are attesting to.

# Is the control implemented?

Yes

= Have you experienced any failures?

Yes

% Please provide details

# Please details any remediation steps taken to resolve failures experienced.

lease provide any pertinent documentatio &

m Save cancel
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Control Attestation Workflow

Control will automatically
move to Attest state based
on pre-defined timeframe
(June 1Y)

Control Owner will be notified that
they have controls that are non-
compliant.

Control

State = Attest

Notification
Recipient:
Control Owner

Notification
Recipient:
Control Owner

Control Owner will be notified that
they have controls with attestations

pending.

Control Issue is
generated and
assigned to the
Control Owner

Control
Attestation

Compliant?

Control Status:
Non-Compliant

Control State:
Review

Control Status:
Compliant

Control State:
Monitor

Control will remain in review state
until control is manually moved to
below states:

- Monitor

- Retire

- Return to Draft

Note: When the next attestation
period comes around, the control will
move to attest

Control will remain in monitor state until control is
manually moved to below states:

- Attest

- Retire state

- Return to Draft

Note: When the next attestation period comes
around, the control will automatically move to
attest



GRC Application Preview

Reports (Statewide vs Agency)

Sample Statewide Report:

= BB GRCManager v

GRCManager | Prior review period | Currentreview period | Agency Metrics Details

Metric Details Current review Prior review
period period
Risk by Type Number | Percent | Number |Percent Sa m p Ie Age n Cy Re po rt :
Public Perception 31 6.4% 0 0%
;ec""‘_’l"’g!: 37 77% |0 0%
perational 174 36.0% |0 0% —
Compliance 75 155% o 0% = B§ GRCManager v
Financial 76 157% |0 0% —
Multiple 90 186% |0 0% GRCManager | Priorreviewperiod = Currentreviewperiod | Agency Metrics Detalls
483 100% 0 0%
Risk by Priority Low 126 26.1% |0 0% Metric Details Current review Prior review
Medium 213 441% |0 0% period period
High 81 16.8% |0 0% Risk by Type Number |Percent | Number | Percent
Critical 63 130% |0 0% Public Perception
28 9.2% 0 0%
483 100% 0 0% Technology 24 790% 0 0%
Control Owner Self- Completed On-time 100% 0% Operational 60 197% |0 0%
Assessments (F?_Ol'npll_arce 51 16.7% |0 0%
Critical / High Priority | High 0 0% 0 0% Sl 52 17.0% |0 0%
Risks with an Identified | Critical 1 16% |0 0% s 90 295% |0 0%
Control Issue 1 0.7% 0 0% 305 100% 0 0%
Past Due Remediation 0 0 Risk by Priority Low 73 23.9% 0 0%
Actions Medium 113 37.0% |0 0%
Risks with Priority 0 0 High 57 18.7% |0 0%
Changes Critical 62 203% (0O 0%
Number of Control Number |Percent | Number | Percent 305 100% |0 0%
Issues by Risk Type Public Perception n T'n e n I'nne Control Owner Self- Completed On-time 100% 0%
Assessments
Critical / High Priority High 0 0% 0 0%
Risks with an Identified | Critical 1 1.6% 0 0%
Control Issue 1 0.8% 0 0%
Past Due Remediation 0 0
Actions
Risks with Priority 0 0
Changes




GRC Application Preview

Dashboards
Risks by Type - Current review period
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Risks by Priority- Current review period

Critical =62

High=81 — Medium=211

Past Due Remediation Actions - Current review period

Past Due Remediation Actions - Current review period

Preventive vs. Detective Controls - Current review period

Detective, Preventive = 10

Preventive=B2 —

-~ Detective=119

Group by

Controls by Frequency - Current review period

Bi-Monthly =3

Bi-Weekly=5 —_
Weekly=6
Quarterly=8 — Manually =81
Daily =31

Annually=34

* Monthly=41

Risks with Priority Changes - Current review period

Risks with Priority Changes - Current review period



