
State of South Dakota
State Board of Elections

Petition for Declaratory Rulings

Pursuant to the provisions of SDCL r-26-1 I (Rick Weible) of (803 Elk St, Elkton SD 57026),
am (a resident of Brookings Countyn SD), and do hereby petition the South Dakota State Board
of Elections for its declaratory ruling in regard to the following:

I . The state statutes or State Board of Elections rules or orders or forms in question are
Start of State Statute----

l2-l7B-2. Requirements for automatic tabulating, electronic ballot marking,
and election voting equipment systems--Approval of changes or modifications.
Any automatic tabulating or electronic ballot marking system used in an election shall
enable the voter to cast a vote for all offices and on all measures on which the voter is
entitled to vote. No automatic tabulating, electronic ballot marking, or election voting
equipment system may be connected to the internet. No ballot marking device may save
or tabulate votes marked on any system. Each system shall fulfill the requirements for
election assistance commission standards certification and be approved by the State
Board of Elections prior to distribution and use in this state. No system may be approved
unless the system fulfills the requirements as established by the State Board of Elections.
Any changes or modifications to an approved system shall be approved by the State
Board of Elections prior to distribution and use.
source: sL 1994. ch 110, g6; SL 2005. ch 92, g3; SL 2018. ch 81, g2, eff. Feb.5,
2018.

--- End of State Statute-----
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distribution. Prior to distribution in South Dakota, a company or corporation dealing in
automatic tabulating or electronic ballot marking systems shall give written notice to the state
board of elections and demonstrate that its system complies with sDCL 1.2-778- and
5 5:02:09:02.01or 5:02:09:02.03 and is certified as fulfilling the requirements of the Election
Assistance Commission 2015 voting system standards by an independent test authority
accredited by the Election Assistance Commission. lf the State Board of Elections approves the
system, it shall issue a certificate of approval.

Any changes or modifications in an approved automatic tabulating or electronic ballot
marking system may be certified by the State Board of Elections with or without the
demonstration described in this section for initial approval. The modification for the already
approved system must have been certified as fulfilling the requirements of the Election
Assistance Commission voting system 2015 standards by an independent test authority
accredited by the Election Assistance Commission or been certified to meet the national
standard by another state. Any change or modification determined to be de minimis by the
independent test authority does not need state board of elections certification.
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SDR 203, effective May 28, t99O;21, SDR 77, effective October 24,1994;p$B$ffitaffeO$Wate
January 18, 1996; 29 SDR 113, effective January 30, 2003; 32 SDR 109, effective December
26,2005;33 SDR 230, effective July 1, 2007;35 SDR 306, effective July 1, 2OO9;46 SDR 42,

effective September 30,2019;47 SDR 37, effective October 6,2020.
End of State Board of Elections Rule

2. The facts and circumstances which give rise to the issue to be answered by the board's
declaratory ruling are:

ES&S sold to both Lincoln County, March lSrh 2O2O (Exhibit A), and Penington County, March
3lsr 2020 (Exhibit B) Dell Latitude laptops model 5501 configured with the ES&S Electionware
Results software, which is not listed in the US Election Assistance Commission Certificate of
Conformance for the ES&S EVS 6.1.0.0 or 6.1.1.0 as part of its certified system to run the
Electionware Results (EMS Standalone Workstation) software. The change to a different laptop
was not approved by the South Dakota State Board of Elections.

a. The

RECEIVED
Source:2 SDR 5, effective July 30, 7975;5SDR 25, effective S"p,"rU"rSFf, ,$|lnrll/'5

Help America Vote Act of 2002, def,rnes what a voting system is:- (b) Vtyrrxt; Systmr Duttr-pu.-In this eection. tf,e-term'voting
system" means-

(l) the total combination of mechanicrl, electromechanicsl"
or electronic equipment (including the ssftwere, firmw&re, and
documentation required to progrem, coRtrrol, and support tl.re
equipment) that is used-- (A) to de{ine ballot*l

(B) to cast and ruunt votcs;
(C, to report or dirplay election results; and
(D) to niaintsin aira proauce any audit trail informa-

tion; and
(2) the practices and associatlgd documentation used-

(A) to identift system componente and neraions of auch
omponents;

(B) to test the ryetem during its developm*nt, and
maintenance;

(C) to mrintain records of system errorr tnd drfecte;
(D) to detcrmine erecific svit€m chanees to be made

to a system after the initial qualification"of the system;
and

(E) to make available anv materiala to the voter {ruch
8s notices, instructions, forms-, or pap€r ballote).

The laptops that have the ES&S, Electionware Management Software on it to produce
combined election night results and reports, allows review of the logs on the thumb
drives from the tabulators, and has an audit trail created of it's processes of importing
data from each thumb drive to create election reports.
Source - Page 41165
https : //www.eac. sov/sites/default/files/eac assets/l/6/HAvA41.PDF

b. The ES&S EVS 6.1.0.0 system configuration was approved on October 301h,2019 by
the State Board of Elections for use in the state of South Dakota.
https ://boardsandcommissions. sd. gov/bcuploads/20 I 9EV S6 I 00Report.pdf
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The ES&S EVS 6.1.0.0 EAC Certificate of Conformance clearly sho60tbdcnUb,ffhf State
Dell Latitude 5580, OptiPlex 5040, 5050, and the 7020 are certified and approved for
use in the ES&S voting system.

COTS Hardware

Dell Trusted Platform Module

(TPM) Chip 1.2 and 2.0

(optional)

httos ://www. eac. sov/sites/default/fi I system/files/EVS61OOCert Scope o/o2

M48YR

Manufacturer Hardware Model/Version

Dell EMS Server PowerEdge T430, T630
Dell EMS Client or Standalone

Workstation

Latitude 5580, OptiPlex 5040, 5050, 7020

528FINAL%2529.pdf

d. The ES&S EVS 6.1.1.0 EAC Certificate of Conformance clearly shows that the Dell
Latitude 5580, OptiPlex 5040, 5050, and the 7020 are certified and approved for use
in the ES&S voting system.

COTS Hardware
Manufacturer Hardware Model/Version

Dell EMS Server PowerEdge T430, T630
Dell EMS Client or Standalone

Workstation

Latitude 5580, OptiPlex 5040, 5050, 7020

Dell Trusted Platform Module
(TPM) Chip 1.2 and 2.0

(optional)

M48YR

7l

httos ://www. eac. sov/sites/default/fi I es/vot s system/fi leslESoh26S%20EVS6 I 1 0%2
0 C ertifrcateo/o2} and%o205 copeo/o2} otr/o2} C onformance%:o2}}7 -27 -2020 .p df .p df

e. ES&S EVS 6.1.1.0 is the most recent certified system that the State Board of
Elections approved of for use in the state of South Dakota in August of 2021.

://boardsandcommissi
Yo20 ando/o2}Scopeo/o2} oP/o2}Conformanceo/o2}}7 -27 -2020 .pdf .pdf

f. As a side note it is important to note on Dell's web site regarding Wake-on-Lan
Capabilities and the default settings. This makes it important to validate the settings
during testing and certification to evaluate if these settings have been disabled and
remain in the BIOS. Without proper testing, documentation and certification, no
claim can be asserted that the systems are secure. -
httns: //www.dell.com /srrnnort/k hdoc/en -rs/000 1 75490/dell-command-oowershell-
provider-wakeon-lan-wlan

g. Both Lincoln and Pennington Counties use the laptop to read the thumb drives from
the tabulators, after processing the ballots, which do the following:

a. Consolidate and report election results.
b. Produce and maintain a comprehensive audit trail.



During the Logic and Accuracy testing before an election,,,}t'#rfrilfl'
c. Prepare the voting system for use in an election, by 55trggl3A[$?{f$?.tgttott

are read correctly and the reports are correctly reportinlg-rd5uftIWhtn '---

compared to the expected results workbook.

h. In walking through the US Election Assistance Commission's (EAC) standards called
the Voluntary Voting Guidelines 1.0 Volume I (VVSG 1.0), as required by South
Dakota Statute l2-l7B-2, "Each system shall fulfill the requirements for election
assistance commission standards certification", which ES&S'EVS 6.1.0.0 and
6.1 .1.0 was tested to, we see clarifying statements as to when hardware needs to be
re-evaluated.

a. First on page 4 of the VVSG 1.0 Volume I

Except as noted below, Volume I of the Guidelines applies to all systerrr hardwarel, softu,are,
teleconununications, and documentation intended tbr use to:

. Prepare the voting systern tbr use in an election
o Producc the appropriate ballot fonnats
o Test that the voting system and ballot materials have been properly prepared and are

ready for use
o Record and count votes
o Consolidate and report election results
o Display results on-site or remotely
e Produce and maintain comprehensive audit trail data

, Some voting systems use one or rnore cornmercial ofl'-the-shelf (COTS) devices (such as
i card readers, printers, and personal computers) or sottware products (such as operating

systems, programming language compilers, and database managcment systems). These
devices and products are exempt t'rom certain portions of system certitication testing, as long

I as they are not moditied tbr use in the voting systern.

When reading the list in this section, it is clear from the previous statement (f)
that those three items are listed as part of (g), where hardware changes do
matter.

b. Secondly, on page 7 of the VVSG 1.0 Volume I
Afier a system has completed initial certilication testing, tlrther examination of the systern is

' required if moditicatiorrs are made to hardware, software, or teleconuuunications, including I

the installation of sofhvare on ditferent hardware. Vendors request review of moditications
by the test lab based on the nature and scope of changes rnade. The test lab will assess
rvhether the rnoditied,system should be resubrnitted for certilication testing and the extent of
testing to be conduct{, and then it will provide an appropriate reconmendation to the EAC
and the vendor.

The very statement "further examination of the system is required if
modifications are made to the hardware....including the installation of the
software on different hardware." The hardware between what was tested for
the Election Management System (EMS) software changed between the
certification and to what was sold, thus requiring an assessment and



RECEIVED
sEP 0 I 2025

recommendation to the EAC and the vendor (ES&S). SD Secretary of State

c. Thirdly, on page 67 of the VVSG 1.0 Volume I

4 Hardware Requirement
This section contains the requirernents tbr the machines and manuthctured devices that are
part of a voting system. It specities minimum values tbr cefiain pertbnnance characteristics;
physical characteristics; and design, construction, and maintenance characteristics for the

hardware and selected related components of all voting systems, such as:

o Ballot printers
o Ballot cards and sheets
o Ballot displays
r Voting devices, including ballot marking devices and DRE recording devices
o Voting booths and enclosures
o Ballot boxes and ballot transf-er boxes
r Ballot readers
o Computers used to prepare ballots, program elections, consolidate and report votes,

and perform other elections nunagement activities
o Electronic ballot recorders
o Electronic precinct vote control units
o Removable electronic data storage media
o Servers
r Printers

This section applies to the cornbination of software and hardu'are to accomplish specitic
performance and system control requirements. Standards that are specific to sottware alone
are provided in Section 5.

The requirernents of this section apply generally to all hardware used in voting systems,
including:

o Hardware provided by the voting system vendor and its suppliers
o Hardware fllrnished by an external provider (tbr example, providers of commercial-

otf-the-shelf equipment) where the hardware may be used in any way during voting
system operation

o Hardware the ()ll

Here we can see that under hardware requirements that "Computers used
to....consolidate and report votes, and perform other election management
activities", is listed. This is exactly what the Dell laptops running ES&S
Electionware Management System (EMS) is, the software that provides the
consolidated reports of the vote totals and performs other election
management activities for the counties.

d. Fourthly, accuracy requirements come into play on pages 68-69 of the VVSG
1.0 Volume I, for this section, we will focus on the central-count voting
systems, since neither county uses tabulators at the precinct, and the precincts
send in all of the ballots into the county seat for processing.
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4.1.1 Accuracy Requirements SD Secretary of State

Voting system accuracy addresses the accuracy of data for each of the individual ballot
positions that could be selected by a voter, including the positions that are not selected. For a
voting system, accuracy is defined as the ability of the system to capnue, record, store,
consolidate and report the specific selections and absence of selections. made by the voter fbr
each ballot position without error. Required accuracy is detined iu temrs of an error rate that
fbr testing puryoses represents the maxinrum number of errors allowed while processing a

specitied volume of data. This rate is set at a sufticiently stringent level that the likelihood of
voting system errors atfbcting the outcome of an election is exceptionally remote even in the

, closest ofelections.

The error mte is detined using a convention that recogni[es ditterences in horv vote data is
processed by ditltrent types of voting systerns. Paper-based and DRE systelns have ditlbrent
processing steps. Sotne ditl'erences also exist between precinct count and central count

; systems. Theretbre, the acceptable error rate applies separately and distinctly to each of the
tbllorving functions:

d. For central-count voting systems (paper-based and DRE):

Consolidation of vote selection data from nrultiple counting devices to generate
jurisdiction-wide vote counts, including storage and reporting of the
consolidated vote data

i. Now in walking through the second volume of the US Election Assistance
Commission's (EAC) standards called the Voluntary Voting Guidelines 1.0 Volume
II (VVSG 1.0), as required by South Dakota Statute l2-l7B-2, "Each system shall
fulfill the requirements for election assistance commission standards certification",
which ES&S' EVS 6.1.0.0 and 6.1.1.0 was tested to, we see clarifuing statements as
to when hardware needs to be re-evaluated.

a. First on page 10 of the VVSG 1.0 Volume II, in looking at the exceptions, we
can see that in (c.) there is a list of exceptions to the exceptions, which means
that these devices need to be examined and certified for use. So, in short, the
laptops that produce an official output report need to be tested.

Here in (d.) we can see that when using multiple tabulators, we are able to
consolidate the election results with the laptop and use the laptop to report
results.
Source - US Election Assistance Commission Voluntary Voting Systems
Guidelines 1.0 (VVSG 1.0) Volume I -
https://www.eac.gov/sites/default/files/eac assets/l/28/VVSG.1.0 Volume l.
PDF
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l.7.l.l Hardware

Specitically, the hardrvare test requirements shall apply in tirll to all equipment used in a
voting systeur *,ith the exception of the tbllou'ing:

a. Commercially available models of general purpose inlbrmation technologv
equipment that have been designed to an ANSI or IEEE standard, have a documented
history of successful pertbnnance lbr relevant requircments ofthe standards, and
have demonstrated conrpatibility with the voting system comporreirts with which they
intertace

b. Production models of special purpose intbrnration technology equiprnent that have a

docunrented history of successful perlbrmance under conditions equivalent to election
use tbr relevant requirements of the standards and that have demonstrated
compatibility with the voting system components with which they intertace

c. Any ancillary devices that do not pertbrm ballot definition, election database
rnaintenance, ballot reading, ballot data processing, or the production ofan ollicial
or.ltput report; and that do not interact with these system futrctions (e.g. rnodems used
to broadcast results to the press, printers used to generate unotlicial reports, or CRTs
used to monitor the vote counting process)

This equipment shall be sub.lect to functional and operating tests perlbnned during sotiware
evalttation and systenr level testing. However, it need not undergo hardrvare non-operating
tests. If the system is cornposed entirely of ot}'-the-shelf hardware, then the system also shall
not be subject to the 48-hour envirorunental chamber segnnent ofthe hardrvare operating
tests.

b. On page 1l of the VVSG 1.0 Volume II, we can see the accredited test lab
would be reviewing configuration management records and may determine
the next steps, ifjust documentation updates are needed, minor retest, or a
complete retest is warranted.

1.7.2.1 General Requirements for Modifications

The accredited test lab rvill detemrine tests necessary to cerrity the rnodilied system based on
a review of the nature and scope of changes, and other subrnitted intbrmation including the

, system docrunentation, vendor test documentation, contiguration managelllent records, and
quality assurallce intbmration. Based on this review, the accredited test lab may:

a. Determine that a review of all change documentation against the baseline materials is
su tlic ient tbr rec ommendati on tbr c erti tication

b. Deterrnine that all changes rnust be retested against the previously certitied version.
This rvill include review of changes to source code, review of all updates to the TDP,
and pertbmrance of system level and lunctional tests

c. Determine that the scope of the changes is substantial and rvill require a complete
retest of the hardware, sottware, and/or telecc'rmmunications
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c. on pages 23-24of the vvsc 1.0 volume II, we .*?9"if3itSJcSf.FAAh u"
required to provide full system descriptions, in essence a full inventory of
software and hardware used in COTS (Commonly Off The Shelfl.

' 2.2.1 System Description

The system description shall include written descriptions, drawings and diagranx that
present:

A description of the functional components (or subsysterns) as detrned by the vendor
(e.g., environment, election management and control, vote recording, vote
conversion, reporting. and their logical relationships)

A clescriptitlu of the t'rperatioual enviromrent t'rf the svstem thirt provides an or.ervieu'of
tlte harclu'are. sotiu'are. and ct-lnmrr.rnications stt'uctrlre

Identification of all COTS hardware and software products and communications
services used in the development and/or operation of the voting systern, identifuing
the name, vendor, and version used for each such component, including:

Operating systems

Database software

Communications routers

Modem drivers

Dial-up networking software

The section where identification of all COTS hardware used in the operation
of the voting system is a shall, and it is not optional. This leads one to believe
that if you are switching versions within a vendor space, you would need to
identifu that, since once a model is declared, and if a vendor changes to a
different model, the test lab must be able to validate it and certit/ it for use in
an election.

d. On page 25 of the VVSG 1.0 Volume II, we can see the detailed specifications
required for the hardware components.

2.4 System Hardware Specification

The vendor shall expand on the system overview by providing detailed specilications of the
hardware components of the system, including specitications of hardrvare used to support the
teleconununications capabilities of the systerd if applicable.

e. On pages 28-29 of the VVSG 1.0 Volume II, the COTS laptop with the ES&S
Electionware Management System (EMS) would fall into this category since
there is an operator interface, logic and arithmetic for combining totals, and
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data report outputs. SD Secretary of State

i 2.5.5.1 Hardware Environment and Constraints

The vendor shall identity and describe the hardware characteristics that intluence the design
of the sottware, such as:

The logic and arithnetic capability of the processor

Memory read-write characteristics i

External memory device characteristics

Peripheral device interface hardware

Data input/output device protocols

Operator controls, indicators, and displays

f. On pages 6l-62 of the VVSG 1.0 Volume II, section 4.2.1, it is clear that the
vendor has a responsibility to communicate with the test lab all COTS
manufacture specifications and evidence that the equipment has been tested to
the equivalent of the EAC requirements, by using the word "shall". And there
is no bypass around, since testing by the vendor is not a substitute for the
accredited test lab.

All hardware components that are custorn-designed lbr election use shall be tested in
accordance with the applicable procedures contained in this section. Unmodified COTS
hardware rvill not be subiect to all tests. Generally such equipment has been designed to
rigorous industrial standards and has been in wide use, permitting an evaluation of its
pertbrmance history. To enable reduced testing of such equipment, vendors shall provide the
manutbcturer specitications and evidence that the equipment has been tested to the equivalent
of these Guidelines.

The specitic testing procedures to be used shall be identitied in the National Certitication
Test Plan prepared by the accredited test lab. These procedures may replicate testing
pcrtbmrcd by thc vcndor and docurnentcd in thc vcndor's TDP, btrt shall not rcly on vcndor
testing as a substinlte tbr hardware testing pertbrmed by the accredited test lab.

g. On page 62 - of the VVSG 1.0 Volume II, it is clear that performance and
construction matter, and that the testing equipment shall be equivalent to what
is used in the real world.

4,2.2 Hardware Provided by Vendor

The hardware submitted tbr national certification testing shall be equivalent, in fbnn and
tlnction, to the actual production versions of the hardware units. Engineering or
developmental prototypes are not acceptable unless the vendor can shorv that the equipment
to be tested is equivalent to standard production units in both perfbrmance and construction.

Source - US Election Assistance Commission Voluntary Voting Systems
Guidelines 1.0 (VVSG 1.0) Volume II -
https://www.eac.eov/sites/defaultlfiles/eac assets/l/28lVVSGl.OVol.2.PDF
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j. The Dell Latitude 5580 has the following components: SD Secretary of State

a. Supported Processors - Intel 6th and 7th Generation processors.
b. Supported WLANs - This laptop supports the Intel 8265 with and without

Bluetooth or Qualcomm 1820 with Bluetooth card.
c. Three USB 3.0 ports, with one PowerShare.
d. Memory is Two-SODIMM slots DDR4 at2l33 and2400Mhz.
e. Contactless smart card specifications - BTO with USH.

https ://www.dell.com/support/manuals/en-us/latitude- I 5 -5 5 80-
laptop/late5580 om pub/technical-specifications?guid:guid-8be0e657-f5fa-
4ebb-bfl4-3ee9l e I a5775&lang:en-us

f. The mother board looks like this, and is made in China

https://www.parts-
people.com/index.php?action:item&id:32 1 39&utm_source:google&utm m
edium:cpc&adpos:&scid:scplp32 1 39&sc intid:32 1 39&gad_source:1 &gad
campaignid:2 I 205 08 5 926& gbraid:0AAAAAD6HM6zgDkeefaNB-i-

elN3 Uh 1 I9R& gclid:Cj OKCOi wqqDFBhDhARIsAIHTlkvvOr5vul-h_LR5 tH
Et I OGOwR8ab8 8 GkDdwbXA93 VYqbYse euGe5 sIaApdrEALw_wcB
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g. The laptop ports are arranged in this order.
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https : //dl. dell.com/Manuals/all-
products/esuprt laptop/esuprt_latitude_laptop/latitude- I 5-55 80-
laptop Setup%20Guide en-us.pdf

k. The Dell Latitude 5501 has the following different components:
a. Supported Processors - Intel 9th Generation processors.
b. Supported WLANS - This laptop supports; Intel Dual Band Wireless AC

9560 (802.llac)2x2 .r Bluetooth 5.0, Qualcomm QCA6lx4A (DWl820)
802.1 lac Dual Band (2x2) Wireless Adapter * Bluetooth 4.2, and Intel
AX200 + Bluetooth 5.0.

c. Supported Mobile broadband is - Intel XMM 7360 Global LTE-Advanced.
d. Two USB 3.1 Gen I port , One USB 3.1 Gen 1 with PowerShare, One USB

3.1 Gen 2 (Type-C) with Thunderbolt.
e. Memory is Two-SODIMM slots DDR4 at2666lvlhz.
f. Dell ControlVault 3 Contactless Smartcard reader with NFC.

https :i/www.dell.com/support/manuals/en-us/latitude- 1 5 -5 5 0 I -

laptop/latitiude_5501_setupspecs/system-specifications?guid:guid-ab67ed3 7-
08 1 8-4592-a25 c-f04b3a73 c I 8d&lans:en-us

ffi
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SD Secretary of Stateg. The laptop ports are configured in this manner:

123

1. Power connector port

2. USB 3.1 Gen 2(USB Typec) port with Thunderbott

3. USB 3.1 Gen 1 port

4. Smart card reader (optional)

12 34 5 6 7 8

1. microSD card reader

2. micro-SlM card slot (optlonal)

3. Headsev Microphone port

4. USB 3.1 Gen 1 port

5. USB 3.1 Gen 1 port wilh PowerShare

6. HDMI port

7. Network port

8. Wedgeshaped lock slot

https : //www. del l. com/support/manuals/en-us/latitude- I 5 - 5 5 0 1 -
laptop/Latitiude_550 1 SetupSpecs/right-view?guid:guid-baae 1 9b3-ea97-

8033-9d1da

4
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h. The mother board looks like this, and is made in China

https://www.parts-
people.com/index.php?action:item&id:274 I 2&utm_source:google&utm m
edium:cpc&adpos:&scid:scplp274 I 2&sc_intid:274 I 2& gad_source: 1 & gad

campaignid:2 1 205085926& gbraid:0AAAAAD6HM6zgDkeefaNB-i-
elN3 Uh I I9R& gclid:Cj 0KCOiwqqDFBhDhARIsAIHTlktolJvFIj i99vOmYg6
OZJEeZ2ZwthtL 5 bbK5 i oH0psqcqi WTRTNdL YaAuoy EALw_wcB

m. Hardware components matter, just to brush off COTS to be broadly inclusive can lead
to issues of compatibility, unknown security gaps and even performance failures
when proper vetting and testing is not happening. Imagine if an untested COTS
computer crashed during the accumulation of the gathering of the data from the
thumb drives, producing reports, or during a backup. As an example, there are known
issues with Intel Processors, and it takes time to research discover, solve and mitigate
issues. Just recently Intel and Dell notified the user community of the Intel Core 13th

and l4th generation i5, i7, and i9 processors in their Dell and Alienware branded
desktop, tower, and workstation computers. In luly of 2024 reports of instability and
blue screens were reported, but it wasn't until July of 2025 that a software patch at
the BIOS level to regulate the power to the processor fixed the issue. (Exhibit C)
https : //www. dell. com/support/kbdoc/en-
us/article/lkbprint?ArticleNumber:00022 793 3 &Accesslevel: I 0&Lang:en

n. In this case the newer Dell laptop model includes an Intel 9th Generation processor
that has a recently discovered security issue, which has not been addressed by the
EAC nor ES&S, this lulnerability does not exist in the 6th and 7ft Intel generation
processors. CYE-2024-45332 deals with the exposure of sensitive information caused
by shared microarchitectural predictor state that influences transient execution in the

l. As we can see through the itemized list as well as the pictures of the layout of the
ports, of the two laptop models above, they are not the same in function and form, the
motherboards, memory, network cards, and processors are different, even the USB
ports and cases are different, thus requiring a review through the engineering change
order submittal by the vendor. Allowing the test lab to review and the EAC to certit/
the changes to the voting system.
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indirect branch predictors for some Intel@ Processors may allow an auBGBt0&e0025
user to potentially enable information disclosure via local access. with
an unreviewed network card, wireless card, and potentially
possibilities. (Exhibit D) Intel's 511312025 notice can be found here -
https://www.intel.com/content/www/us/enlsecurity-center/advisory/intel-sa-
01247.htm|

o. ES&S has not submiued any Engineering Change Orders for any new laptops or
desktops for EVS 6.1.0.0 or 6.1.1 .0, as required by the US Election Assistance
Commission Voluntary Voting System Guidelines 1.0, for any new hardware to be
considered as part of an approved voting system.

p. On page 2 of all ES&S administration manuals it is clear ES&S understands the
requirements, by placing this notice in the manual:

a. "United States Election Assistance Commission Notification for
Approved Voting Systems
In accordance with the United States Election Assistance Commission (EAC)
Testing and Certification Program Manual, Version 2.0, ES&S hereby notifies
the purchaser that any changes or modifications to an EAC approved voting
system which have not been tested and certified by the EAC will void the
EAC certification for such EAC approved voting system."

q. I have asked the U.S. Election Assistance Commission about changes in approved
laptops; they have confirmed that an Engineering Change Order is common for
hardware upgrades and is the most frequent reason for submissions. (Exhibit E)

r. There are no meeting minutes since Octob er of 2019 by the South Dakota State Board
of Elections indicating an application by ES&S seeking approval of any changes or
modifications to any prior approved voting system seeking to add new models of
laptops.

s. Lincoln and Pennington Counties and ES&S and failed to abide by our state laws and
rules, which clearly requires approval of a change or modification to an already
approved configuration by the South Dakota State Board of Elections before a new a
new laptop model is used prior to distribution and use in South Dakota.

3. The precise issue to be answered by the board's declaratory ruling is:
a. Did ES&S comply with the rules which require "a company or corporation

dealing in automatic tabulating or electronic ballot marking systems...give
written notice to the state board of elections and demonstrate that its system
complies with SDCL l2-l7B-2 and $ 5:02:09:02.01 or 5:02:09:02.03 and is
certified as fulfilling the requirements of the Election Assistance Commission
2015 voting system standards by an independent test authority accredited by
the Election Assistance Commission", to include a Dell Latitude 5501 laptop?

b. When the State Board of Elections approved EVS 6.1.1.0, which did not have
a listing of minimum system requirements, does that mean it is wide open, or
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did the State Board of Elections approve only the COTS systems listed on_the
Election Assistance commission certificate? SD secretary of state

c. Does the State Board of Elections consider an Election Assistance
Commission approved Engineering Change Order, which includes a change in
COTS hardware, automatically approved for use in South Dakota and is not
subject to review or approval?

d. Does the State Board of Elections consider a change to a COTS system
without Election Assistance Commission approval of an Engineering Change
Order, and without any documentation of review or certification,
automatically approved for use in South Dakota and is not subject to review or
approval?

e. Does the State Board of Elections have guidance from ES&S as to what is
allowed from a minimum standard as "COTS"?

f. Does the State Board of Elections have guidance from Election Assistance
Commission as to what is allowed from a minimum standard as "COTS"?

g. Has the State Board of Elections provided guidance to the counties as to what
is allowed from a minimum standard as "COTS"?

h. Does the State Board of Elections allow counties to purchase "COTS"
systems from any vendor, other than ES&S?

i. If a security issue is discovered with a COTS system, who is responsible for
maintaining it?

j. If a security issue is discovered with a COTS system, who is responsible for
troubleshooting it and resolve the issue?

k. Do counties have the authority to purchase systems not listed in the COTS
portion of the certificate without having the vendor first notifr the State Board
of Elections and potentially obtain approval?

L Does ES&S have an obligation to notify the State Board of Elections of "any"
changes or'omodifications" from a documented COTS hardware, before sale
and use in the state?

Dated at ( Elkton. SD ), this 28th day of Aueust .2025

SWORN TO BEFORE ME

Notary Public Rick Weible

Commission expires /a/a/n 803 Elk St., Elkton, SD 57026

Signature of petitioner.
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lndustry-wide lssue with lntel Core 13th and 14th Generation i5, i7, and i9
Processors
Sumnraryr lnlel ha5 announced an industry.wide issue tyilh Core l3th and l4th generalion i5, i7, and i9 processois

Detailed Anicle

Symptoms

llis issue atltcts Dell and Alia|nware dcatiop, toyr€f, snd rortstatbn compute(s.

Tne i&ntifiad lntol proc6soB can eicot filar l$staDle agclicatinq wl tows ltua scaeen !no6, or it ciln st@
respondin!.

The lnlel grocessoG nvorved rnclud€

131h Generation lntel Core

Article Properties

anE traD-: (Dizrr93t

!r tadatrt o2 u, 2o5

14th Generalion lntel Core

rlr36mK
rtr36mxF
17,r 3700

17,13700F

t7.l37mK
r7.l37mxr
t9-139m

rll39mt
rll39mx
r9-r39mxF

rtl45trcx
t7l47m
t7.l47mF
t7-l{7ml(
t7.t47{trXF
rll4900
tlr{9mf
rlt{9m(
t$rl900xt

Dell models with affected processors:
. ChengMing 3910/3911
. lGrron 3020 D€stlop
. hspiron 3020 Sm.ll Desnq
. ln3lrron 3030 DesKop
. hsrirm 3030 Smrll O.anop
. OptiPler Att-tn-on€ 7rtt0
. O9tiPlex AiliIloi. Plus Zll0
. OgliPter All-'llone 7i120
. OpliPlex Allin{ne Rus 7420
. o9tPler Micro70r0
. O9lPlex MicroPlrrsT0l0
. OptiPld MCro 7020
. OrtiPlc, Mfro Plus 7020
. optiPler SnallForm F.cto( 7010
. OptiPter Sm.ll Form teclo. Plus 7010
. OptiPlex srnall Fo{m F.do.7020
. OptiPler SrnallForm Faclor Plus 7020
. OpliPler Torer 7010
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. OptiPlex Tower Ptus 70t0

. OptiPhxTorvsrT020

. OptiPler Torys Ptus 7020

. Precision 3260 Compact

. Precision 3260 XE Comp&c{

. Recision 3280 Compact

. Pr€cisiolr 3280 XE Corng8ct
o Precislon 346{l Small Fom Factor
. Precision 3460 XE Srnall Form Factor
. ftecision 3660 Towet
. Precision 3660 XE Towef
. Precision36SoTowet
. Recisbn 3680 XE Torysr
. Vostm 3020 gna[ Deskt@
. Vostro 302oTowerDesltop
. Vostro 3030 DesktoD
. Vostro 3030 Sma[ Desltop

Alienware and XPS with affected processors:
AlienwareAuroraRlS

Alienware Aurora Rl6
xPS 8960

Cause

lntel steles that the elsyaled operating voltage stemmin0 from a microcode atgorithm re$rfis in incorect
voltage requests to the process$ which causes lhe issue. Fff lntel! statement, see:illdI:qzjulp(alE-00
lnstabilitv R€oorls on lnlpl Core lSlh and l{th G€n Deiktop proressors

Resolution

odl Engineeting incorporated a microcode ufiate trorn lnl9l into the computer EIOS updates lor all
illentiftable modets. These B|OS up<,ates are avaitabte on the l8ltslllQqd-Uth$le from May 02, 2025 to
maintain slaoility of lhe processors. Deil highty recornmends updafing yow ornputer to ttle latest glOS

revision syailabte. ([ contains the updsled htet microcode.)

For more intomilion aboxt how to updele the Blos ol your compuler, refefence: Defl Etos and uEFt updatss

Contrcl DPI{ Terhni.el srroEll tor assistanca in taoubleshooting and diagnosin0 }our computer it your
compnter expenences blue scr€srs or application crashes aner updating the BIOS.

Affected Products

Alieilwar€ Aurora RI5, Ali€nware Aurora Rl6, lospirofl 3020 Desktop, lrlspiroo 3020 Smatt tksliop, lnspiron
3030 Desklop. lnspiron 3030 $nall ocsktop, OptiPlex Tower 70'10, OptlPl€x Mhro 70t0. Opriphx Tower plus
7010, OptiPl€x Miclo Plus 7010, OptiPlex $nall Form Factor Plu$ ?$10, OptiPkx Srn3ll Form Fector 70t0,
OpliPlex Micro 7020, Optiphr Micro ptus 7020. Optipter Sma[ Form fscto, ptr,s 7020. Optiphx $nail Form
Factor 7020, OptiPter Torv€r 7020, OpliPlex THer Ptus 7020, OpliPtcr Afl-ln$ne 7410, Optiptex Ajt-klone plus
Till0, OgliPter Afi-i$One 7420. Optipter AJt-in{ne p}us 7420, preci$ion 32f0 XE Compac! prccisbn 9280 xE
Compacx, Precision 3460 XE Small Form Factor, Pl€risioo 3660 XE To$er, proci$ion 3580 XE Tower, precision
3260 Compact, Prscision 3280 Compact, Pr€clsiofl 3460 Sma{ Form F|cto{, Precision 36f0 Totrcr. precision
3680 ToYser, vostro 3020 Tower Desktop, Vosko 3020 Snrtl DesldoF, Vostro 3fr10 O€kt@, Vsntro 30g0 Smail
DesKop, XPS 8960
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fou*treta4r"el,PJeiePROOUCTS SUPPORT SOLUTIOTIS DEVELOPERS PARTI{ERS FOUIIORY

Skunty Cenl.r . lllTtL-SA{12.7

Report a Vulnerability

lilel lO:

Adv6ory C.te8o.y:

!:t.p_.J!.9.f .:tll,J f ,.-b_t!,S

*,Y91!r_.!tF

OnSin.l cl.as:

Product Support

tilrE[-s^{i2a7

lntomt@ oi*tosu.a

TEDIUM

0511312025

o5l27lAZ5

Summary:

Pototiat s{uri9 vdnqabdities in w lnt t' ft€e5s imliKt b.anch pcdkts may aUry intqmtix dslogr. lnr.l ii rel?asillt ricModc updatE to
mitit.te thE potentiat wlEabiliti6

The latest security information on lntel@ products

2025.2lPU - lntel@ Processor lndirect Branch Predictor Advisory

I

'I

t

L: .

rntel
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CVEID: C_.V_E--2.O.24-4342O

D€s(riplion Exposure of slnsitiv! iniorrErion ca$.d by lhal.d mkro.r(hi!.dur.t pr.dicto. s!.t thrt anffu.n<.s ir.hsk'rt erc<utjon for so.n tntel Arom.
proc65o.r ,ruy allolx an adharnicatcd ui.r to poterlidty anable intonnatirn dildoiur€ vi! to<al accass.

CVSS Base Score 3.1:5.6M.dium

cvss v.cor 3.1: c.v.ss:3. r1_4_v..,!/lfj!1/.P..sl&._':!!L_sts.ftt'1r.ry/.sli

C\6S Ba5e S<ore 4.C 5.7 Medium

cvss \redor 4.o c.vs_.s:4..0/Avr1l!:M lp.4l1J.!lli!.A&it!/y!!ry*Il:_c.:vtf.trlglll

CVEIO: 
-CVE_-2O2.4-4_5332

O.sdptior egosure ol sensitiv€ infotmatbn cr6ed by 
'har"d 

mk.oarchiLctural pr€di(tor El!|! th.t influcn .3 t ansimt erccution in rhc indire<t bran<h
pr.dktor5 for so.n. lnt i' Pro<.isors may allo,I ao auth..tir.tld wrr to pot.nti.lly .nabL informrtion dic(tosur€ via lo<at a.c6s.
CVSS Bar€ S{ore 3.1: 5.6 Mcdium

cvss v.dor 3.r: €.v..s.s:3.11,4Ytt1|c_ jfP_.&!.&..8$. j!.fii{Hi/_$l
CVSS 8.3. S.ore 4.O: 5.7 Mcdium

cvss \redor..G c.v.ss4o/AvjlllFj!1iJiP1_q$!.Lvli!ry--c_4ryr:!1v4!ll!!:N/q:n/sail

Affected Products:

Vulnerability Details:

1 2th Generation htel. Co,e" Processor Famity

lntet. tlentium. Gotd Processor Famity

lntel' Celeron. Pro<essor Family

Productfamity VcrticaI Sctlncnt cvE ro CPU ID

Desktop

Mobile

Embedded

cvE-2024-45332

906A4

906A3

90675

90672

806EO

0x80

0x07

0x11

0x40

Server

Workstation
cvE-2024-45332

50657

50656
0xBF

Mobile

Desktop

Embedded

Server

cvE-202a-n5112 906ED 0x22

2nd Generation lntel. Xeon. S<alable Processors

9th Ceneration lntel. Core' Pro(esso. Family

lntet. Xeon. E Pro(essors

CVEIO: 
-cvE-2O2.5-.2O6-23

O€s.riprio[ ExposuJ! o, s.nsilive intorrrBtbn .aus.d by 3h.rcd mk.o.].itccwal pr.<fttor itat! ttBl innu.o(cs tr.nsi.nt .r.<ution,or so',|! tntrt Corc.
pro.6soE (l Oth G.n.ration) nuy albw an authcirir-al€d user lo pot.rrialv .nabt! infom{irrn dis.lo.rx. vi. Io(al aGest
C\6S Sa5. s(ore 3.1: 5.6 M.dium

cvss v.cror 3.1: (v..s.s:3.1L+_vt!/l!.:111p_gl1.|1M!..Lfjlt/.f!-{./.4

CVSS 8.se Score 4'o: 5.7 Mcdium

cvss v.dor 4.& cYss...o/Av1.149u{:p..[Biv.q[.{.ry9lru:!ry.+!!/..ssj.ry.:$./,F*!

Platforrn l0
_L -l
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lOth Generation lntel. Core* Processor Family

lntelt Xeon. E Processor

Desktop

Mobile

Embedded

Server

SD Secrel

cvE-2024-45332

at9lrs
A0655

40653

A0660

806EC

A0661

tate

Ox22

Ox2O

OxSO

Ox94

3rd Generation lntel. Xeon. Scalable Processor Family Server cvE-2024-45332 50658 OxBF

lOth Generation lntel8 Core'" Processor Famity Mobile
cvE-2024-45332

cvE-2025-20623
706E5 OxSO

3rd Generation lnte[. XeonG Scalable Processor Family
Server

Embedded
cvE-2024-45332

606A6

606C'l

Ox87

OxlO

lntete Core* Uttra Family
Mobile

Desktop
cvE-2024-45332 AO6A4 Ox7

13th Generation lntel0 Core* Processor Family

14th Generation lntel. Core* Processor Family

lntel' Pentiumo Gold Processor Family

lntel. Celeron. Processor Famity

1 3th Generation lntel. Core' i7 processors

Mobile

Desktop
cvE-2024-45332

BO6A2

806A3

80671

BO6F2

BO6F5

OxeO

Ox32

OxOT

lntel8 Xeonc E processor famity Server cvE-2024-45332 8067'l Ox1

lntel Pentiums Processor G7 4OO|G7 AOOf Server cvE-2024-45332 90675 o7

11th Gen lntel Core

lntel' Coreo i7-117OOT Processor

lntel' Core' i7-1 17OO Processor

lntelo Coreo i5- 1 1 4@T Processor

lntels Core' i5-1 1 400 Processor

lntela Coreo i5-1 1 5OOT Processor

lntelc Corec i5-1 1 5OO Processor

lntelt Xeont E Processor

Desktop

Embedded

Server

cvE-2024-45332 A0671 OxO2

F

L
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4th Generation lntel. Xeon. Scalable processors
Server

Workstation
cvE-2024-45132

SD!

E6o#'

)€c6?Fr y'61'sb'lg

5th Generation lntel. Xeon. S(alable processors
Servet

Workstation
cvE-2024-45332 c06F2 0x87

'111h Generation lntet. Core Processo. Family
Mobite

Embedded
cvE-2024-45332

806C1

806C2

806D1

0x80

0xC2

8th Generation lntelo Core'' Processors
Mobile

Embedded
cvE-2024-45332 806EC 0x94

lntel. Pentium. Processor Silver Series

lntel. Ceteron. Processor J Series

lntel'Celeron. Processor N Seri€s

Desktop

Mobile
cvE-2024-4)420 706A8

lntelo Core" Ultra 5, 7,9
Mobile

Desktop
cvE-2024-45tt2

80650

c0652

c0662

c0664

01

lntel' Core' Ultra 5, 7,9
Mobile

Embedded
avE-2024-45332 BO6Dl 01

lntelc Xeon. 6 processor family Servel cvE-2024-45332 AO6F2 01

lhtel€ Atomr Pro(essors P6OOO Networking Server cvE-2024-45332 B0664 01

Recommendation:

lntll r.(omm.fth that uslrt ol .tt€ct€d lnlclt P.o..sio{s updat. to tti. htast v.clon ot f.ntw.r. provid.d by th. iy.r$ .rEnuf..tu[r th addnss€s th..G

Acknowledgements;

For CVE_202r1.45 332, Inl€l would like !othank Sandro Ro.ate, Johan.6 Wikn€t and r,aveh Ra2.viflom COMSEC ai ETH z!.i(h fo, rcpo.ting the original
issue and lni.t emPtoyces Alyssa Mitb!.n. l<e sun, Joe Nuzman and Al.xandr Sulhma. tor reponirE .dditionat r.ht.d ,indingl
Ihe following issuer wer€ found inl€rnaUy by htel, CVE-2024-434?O &d CvE-20?5-2062 3, lnt lwovldliketorh k Alysra Milburn, k sun and lason Kilman

lnl.li and nearly lhc entte t chnoloay industry, foltows a disclorure p6dka <alled Coordin.ted Oisclorurej under which a cyb€c<u.ity vutnerabihy is
ten€rally publi(ly dis(lo5.d only after mitigatioor are avaitat c.
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Revirlon Oate D*ripdon

1.O

1.1

o511112O25

osl27l2025

lnitial Release

Updated rc<ommndrtion. Updated the CPUID for LNL

Legal Notices and Disclaimers
lntet provides these materials as-is. with no express or imp{ied wananti*.
Alt producls, dates, and figures spccified are preliminary based on cunenl expectations, and are subie€t to change without notke.

lntet products and srvices described may cmtain design defects or enors knM as srata, which may cause the produ(t to dwiate frcm pubtished
specificationa Current (haracterized errata are avail,able on request

lntet produ(ts that have met their End of ServicinE Updates may no longer receive functional and security updates. For additional details on support and
servicing, ptease see this h€tp-article.

lntet technologies' features and ben€tits depend on system coofiguration and may require erabtad hardware, software or scrvice activation. Perlormance
varies depending on system configuration. No produ(t or component can be absotutely *cure. Check with your system manufadurer d retailer or learn morc

"t .f IP. i/l!-.!.9!,!9n.
Some results have been estimated or simulated using intemal lntet anatysis or architecture simulation or modeting, and provided to you for informationat
purposes. Any difterences in your system hardware, software or configuration may aftect your aclual performnce.

@ lntet Corporation. lnt l, the lntel logo, and oths lntel mrks are tradcmarks of lntel Corporation or its subsidiarias United Stats and othtr countrier Other
names and brands may be ctaimed as th€ property ot other:.

Reporta Vulnerability
lf yo hm infonnation abet a se(urity issua or wlneratility with a lncl brudrd Prlduct c bchmloay, pbase send an ?'mdl to :Jfp@$*Jgll
Exryplsrnsitivrinf trmatimusingd.P9..P-pgP!iL9.
Ptss provk e as much anrtrmatis as possibte, in(tuding;

o The p.odwts and veBions afte<ted

. Detailed d€scription ol the vulnsabitity

. lntmtion m knM erploits

A member ot the lntcl Product S<urity Tem will revi* you. emait Nnd contftt )ou to (ollabqatc on resolving lrx bsue. Fd rcc informtion m hry lnt€l
wsks to resolvr security issue, se:

. y- r!:t-c.lglly.l'.st9!'.?.tEu..*!it9:
For issu€s ratated to lntel's .xt"mt f,.ab prasenc! (lntcl"com and retated 3ubdomins), pLa* cmtad lnt€l's Externat Sccurity Rasffih tcm.

Need product support?
lf you...

. Have questions about thc s$urity teaturs ot an lntel ptoduct

. Require tfthni(al support

. Wrnt producl updates or patches

Please visit & Downloads.

Cmp.nyowi.w Cdmlrel I{$dn llcm Cca Cdpo..lei..Co.rsitility lelrlii.n tuUkPolky

-

intel
fXinoG)
Grd(ryd ltffidh l{ffi! l.oe lPdry l:qtycmrry ltEp lkydr| lturffiyclMcD
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f, ootlook

iE: EAC Cont ct Fom SubmLrion

Flm P.ul Aufryr .paumryr@a&Cov>

O.E tld 3/27202a tCa2 il
To Rrct ffi ..(t@rgMl)G.m>

Good moaning

ln .6ponse to your quGtions $bmitted yestetday

Sincerely,

PdAil.rr I I Elffir Tcdndogy So(IfC
ElcdnA*ECa,rrissr
@3 3d Sd tw, s|ib 2OO I rrlblrrgh. oc 2@ol
ffiory
lEAlarOEACs

drardy catlillad sy3bm wtlh e ECO B v.ry 6mmm. sd ir om ol Or m6l tragontly Bad rx$t tor ECO lubtrti$iontl
2. Th. ECO PE Ss c.n bG ut d b upd.l. mtvim d.fhition fl6 r.rd olh.r sunty updlL3 io wting !y.ttm3. Thb wB lh. sbtl.ct od a Notinotin ol Chrilic.tion (NOC) is.d in 2019, which

{n b. tNnd on our w.b3it r hllpt;lhtrALilc.ttllblCj$}91

Ffm U.S. Eknon A$ls.c. Cffi$loo <!9190[e!!q!C{>
Sd Tu.!d.y, M.rh 26. 2024 IO35 AM
Lal*E Ccffirmsutri3cs

surlty taam to oviarv.

Submined on Tu6day, Ma,ch 25, 20221

Submitted blx Anonym@s

fiEt N.m: Rkt
L.3t Nm: \rr61bb
Addls
Elktm S@th Datota 57026

Mesge:
I tm a f* que5tb6.€gadkB EngilHing Change O.d6

ffo Yin56 rtnE" ttqi hq*5, fd lqJic bf$r \,l0do6 shal dsflop crd documnt tha p|redr6 to bc blbtmd to Grr th.t sch Fotaclio is mairtatrcd in a dmt statG' Sruld @oti6lst t6

ttE antMrus ol th! Lplop and &5litop5 ile rtud at Mdch 29h, 2Of9--

Pl}m Numbc 6t2:mAaSSS

tmail: rict@Iguiriooirql0
Cffising: \roting Systm T6tin9 turd Ceiificatbn


