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State of South Dakota AU 07 20%5
State Board of Elections SD
Petition for Declaratory Rulings s‘“‘hy Of Stage

Pursuant to the provisions of SDCL 1-26-15, I (Rick Weible) of (803 Elk St, Elkton SD 57026),
am (a resident of Brookings County, SD), and do hereby petition the South Dakota State Board
of Elections for its declaratory ruling in regard to the following:

1. The state statute or State Board of Elections rule or order or form in question is:
Start of State Statute

12-17B-2. Requirements for automatic tabulating, electronic ballot marking, and
election voting equipment systems--Approval of changes or modifications.

Any automatic tabulating or electronic ballot marking system used in an election shall enable the
voter to cast a vote for all offices and on all measures on which the voter is entitled to vote. No
automatic tabulating, electronic ballot marking, or election voting equipment system may be
connected to the internet. No ballot marking device may save or tabulate votes marked on any
system. Each system shall fulfill the requirements for election assistance commission standards
certification and be approved by the State Board of Elections prior to distribution and use in this
state. No system may be approved unless the system fulfills the requirements as established by the
State Board of Elections. Any changes or modifications to an approved system shall be approved
by the State Board of Elections prior to distribution and use.

Source: SL 1994, ch 110, § 6; SL 2005, ch 92, § 3; SL 2018, ch 81, § 2, eff. Feb. 5, 2018.

End of State Statute

2. The facts and circumstances which give rise to the issue to be answered by the board's
declaratory ruling are:
ES&S did not abide by our state statute when they sold Minnehaha County a new Dell laptop
Model E5540 configured with the ES&S Electionware Results software in 2024 (Exhibit A), which
is not listed in the US Election Assistance Commission Certificate of Conformance for the ES&S
EVS 6.1.1.0 as part of its certified system to run the Electionware Results (EMS Standalone
Workstation) software. The change to the new laptop was not approved by the South Dakota State
Board of Elections.
a. The certificate clearly shows what approved hardware is allowed and certified to run
with the voting system, the only laptop certified is the Dell Latitude 5580, and the
three desktops are the OptiPlex 5040, 5050, and the 7020:

COTS Hardware

Manufacturer Hardware Model/Version
Dell EMS Server PowerEdge T430, T630
Dell EMS Client or Standalone Latitude 5580, OptiPlex 5040, 5050, 7020
Workstation
Dell Trusted Platform Module M48YR
(TPM) Chip 1.2 and 2.0
(optional)
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https://www.eac.gov/sites/default/files/voting system/files/ES%26S%20EVS6110%2
OCertificate%20and%20Scope%200f%20Conformance%2007-27-2020.pdf.pdf
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b. ES&S EVS 6.1.1.0 is the most recent certified system that the State Board of
Elections approved of for use in the state of South Dakota in August of 2021.
https://boardsandcommissions.sd.gov/bcuploads/ES&S%20EVS6110%20Certificate
%20and%20Scope%200f%20Conformance%2007-27-2020.pdf.pdf

. ES&S has not submitted any Engineering Change Orders for any new laptops or
desktops for EVS 6.1.1.0, as required by the US Election Assistance Commission
Voluntary Voting System Guidelines 1.0 for any new hardware to be considered as
part of an approved system.

d. On page 2 of all ES&S administration manuals it is clear they understand the
requirements, and have this notice in the manual:

a. “United States Election Assistance Commission Notification for
Approved Voting Systems
In accordance with the United States Election Assistance Commission (EAC)
Testing and Certification Program Manual, Version 2.0, ES&S hereby notifies
the purchaser that any changes or modifications to an EAC approved voting
system which have not been tested and certified by the EAC will void the
EAC certification for such EAC approved voting system.”

e. Ihave asked the US Election Assistance Commission about the laptop, and they have
confirmed that an Engineering Change Order is common for hardware upgrades and
is the most frequently used reasons for submissions. (Exhibit A)

f.  There are no meeting minutes since Aug 2021 by the South Dakota State Board of
Elections indicating an application by ES&S seeking approval of any changes or
modifications to any prior approved voting system.

g. ES&S failed to abide by our state law, which clearly requires approval of a change or
modification of an already approved configuration by the South Dakota State Board
of Elections, before a new a new laptop model is used prior to distribution and use in
South Dakota.

h. The requirement and process is further expanded in the second paragraph of rule
5:02:09:02. Approval of automatic tabulating systems required before distribution.
Where it states; "Any changes or modifications in an approved automatic tabulating or
electronic ballot marking system may be certified by the State Board of Elections with or
without the demonstration described in this section for initial approval. The modification for
the already approved system must have been certified as fulfilling the requirements of the
Election Assistance Commission voting system 2015 standards by an independent test
authority accredited by the Election Assistance Commission or been certified to meet the
national standard by another state. Any change or modification determined to be de
minimis by the independent test authority does not need state board of elections
certification.”

3. The precise issue to be answered by the board's declaratory ruling is: Is the Dell E5540
laptop in Minnehaha, that was purchased from ES&S in 2024 with HAVA funds, considered part
of the equipment certified for use by the US Election Assistance Commission 6.1.1.0 Certificate
of Conformance dated July 27", 2020 and certified by the South Dakota State Board of Elections
per the state board of Election meeting minutes dated August 23, 2021?

Y



Dated at (__Elkton, SD ), this 1% day of August . 2025

L

Rick Weible

803 Elk St.

Elkton, SD 57026
Signature of petitioner




Exhibit A

Election Systems & Software, LLC
11208 John Gait Bivd
Omaha. NE 68137

EVS 6.1.1.0 Reporting Standard Standalone

System Purchase Order
Fabruary 05, 2024

Minnehaha County, South Dakota

415 N Dakota Ave

Soux Falls, SO 57104

Quantity Pants Description Price Ext Price
EMS WORKSTATION
1 96141 DELL LATITUDE 5540 EMS LAPTOP $207400 $2,074 00

s Dell Latitude E5540

o 12th Generation Inte® Core ™ i5-1345U (10 Core, 12M8
cache)

TPM Enabled

Dell Power Marager

Dedl Data Protection Security Tools Digital Delivery/N8
Del Backup and Recovery Basic

Deil Data Protection | Protected Workspace

Dedl Digital Dedivery Cirrus Clent

Deil Client System Update (Updates iatest Dot
Recommended BIOS, Drivers, Firmmware and Apps), Optipiex
o Waves Maxx Audio Royaity

e 156" FHD (1820x1080) Non-Touch Anti-Glare LCD with
Camera and Mic

16GB (2x8GB) DDR4 Memory

M 2 512G8 PCle Class 35 Soiid Stale Drive

intal Wi-Fi 8 AX211 2x2 AX+ Blustooth 5 1

internal Dugl Pointing Keyboard (US-English)

65 Watt AC Adaptor, US Power Cord

Primary 3-cell S4VWHR Battery

Det Limitad Hardware Warranty Exiended Year(s)

Dest Limitad Hardware Warranty

ProSupport 7x24 Technical Support, 5 Years
ProSupport Next Business Day Onsite, 1 Year
ProSupport. Next Business Day Onsite, 4 Year Exterded

® * o o " e

® & & 2 0 0 0 0 0 e e

1 96002 DELL EXTERNAL USB SLIM DVD+/-RW OPTICAL DRIVE $70.00 $70.00

1 96008 *SYMANTEC ENDPOINT PROTECTION 142 $61.00 $61.00

1 96032 MICROSOFT WIN10 IOT ENT 2018 LTSC VALUE $128.00 $128 00

FDIX 677154 Page 1of 2



2 10006 BITLOCKER KEY $36.00 $7200

MISCELLANEOUS COMPONENTS

1 B6400 EMS REPORT PRINTER $570.00 $570.00
- BROTHER HL-LE400 BAW DUPLEX LASER PRINTER
1 86018 LD 6'USB 2 0 A-B CABLE, TIVOTR,RTAL 6' USB CABLE $8.00 $8.00
SERVICES
1 510210 STANDALONE EMS INSTALL $1,540 00 $1,540 00

* Staging of EMS workstatons at ESAS Technical Services lab
© induces the nstaliaton, configuration, and testing of EMS
workstaton
» Equipment is shpped 10 customer location
© Physical nstaliabon of workstation and reiated haroware
(Printer, UPS. efc ) parformed by customer.
* EMS installation summary documentation provided to
customer upon completion of installation.

SHIPPING AND HANDLING

1 FREIGHT | SHIPPING & HANDLING - EMS EQUIPMENT $195 00 $186.00

Order Total $4,718.00

Invoicing and Payment Terms:
100% of Order Total Due Thirty (30) Calendar Days sfler the later of (a) Equipment Delivery, or (0) Receipt of comesponding ESAS
Invece

Notn:PnongolpuuxmorodsvdoobrwammebhcmmgumgnMmﬂyhvoummsommt Agreements
will need 10 be updated if not executed within 30 days
mzmmmtmuwwoummmm.ammamummmmoocommmor
conditiocnal upon Customer’s receipt of federal andior state funds.

Note 3: Anyapplubb(cny&Shh)wuhmhmnubommmmpncmmmmeresponubmyofmunw
Note 4: Shipping and Handling is included in the Orger Total

Note §: Network Cabling is not indluded

Customer acknowledges that ESSS is purchasing the third party items set forth hecen (“Third Party ltems”) for resale to
Cum.ammmwmmmmtmmwmMpmmnwwummmmls
("Third Parties”)  Customer further acknowiedges that except for the payment to ES& S for the Third Party tems, afl of its rghts
and obligabons with respect herato flow from and to the Third Parties ES&S shat provide Customer with copies of all
gocumentaton and warranties for the Third Party ltems which are provided 1o ES &S

_fﬂ.t&h..h_&:dnm.u:z..) 3-4-2024
Dae

Customer Signature

FDI# 877154 Page 2072



Exhibit B

&R Outiook

From Paul Aumayr <paumayr@eac.gov>
Date Wed 3/27/2024 10:42 AM
To  Rick Weible <rick@rgvisions.com>

Good morning

In resp to your
l.mhoIaptnplsbohguuﬁupnnounEACcodevoﬁngsyshm.monyn,tmcournymmmhwemvondofwbmnanonginnrmgchmgoofdor. Adding new models of laptop to an
already certified system with an ECO is very common, and is one of the most frequently used reasons for ECO submissiol
2. The ECO process can be used to update antivirus definition files and other security updates to voting systems. This was the subject of a Notification of Clarification (NOC) issued in 2019, which
can be found on our website: hitps://www eac.gov/noc-19-01

Sincerely,

Paul Aumayr | St. Election Technology Specialist
Commussion

Election Assistance

£33 3" Street NW_Sufte 200 | Washington, DC 20001

www eac gov - — =
| PAumayr@EAC gov

From: U.S. Election [« < l gov>

Sent: Tuesday, March 26, 2024 10:35 AM
Subject: EAC Contact Form Submission

looks

Caution: This email is from an external source. Please take care when clicking links or opening If the

P please use the Phish Alert Report button for the
security team 1o review.

Submitted on Tuesday, March 26, 2024
Submitted by: Anonymous

Submitted values are:

First Name: Rick

Last Name: Weible

Address:

Elkton, South Dakota. 57026

Message:

1 have a few questions regarding Engineering Change Orders:

1) if a model of a laptop being used for election results is not the same manufacturer or model listed in the certificate, should the county ask the vendor to submit an engineering change order to be in compliance?
2) With the VWWSG 1.0 7.4.2 Protection Against Malicious Software, where it specifically states “Voting systems shali deploy protection against the many forms of threats to which they may be exposed such as file and
macro viruses, worms, Trojan horses, and logic bombs. Vendors shall develop and document the procedures to be followed to ensure that such protection is maintained in a current status.” Should counties/states
ask for Engineering Change Orders to be able to update the Antivirus definition files of the system before an election, to ensure the security of their systems? | see that many jurisdictions are using ES&S 6.1.1.0, and
the antivirus of the laptop and desktops are stuck at March 29th, 2019....

Phone Number: 6123064555
Email: ri isic
Concerning: Voting System Testing And Certification



RECEY E
State of South Dakota

A

State Board of Elections U 08 2025

Petition for Declaratory Rulings D Sec"etary of ¢
ale

Pursuant to the provisions of SDCL 1-26-15, I (Rick Weible) of (803 Elk St, Elkton SD 57026),
am (a resident of Brookings County, SD), and do hereby petition the South Dakota State Board
of Elections for its declaratory ruling in regard to the following:

1. The state statute or State Board of Elections rule or order or form in question is:
Start of State Board of Elections Rule

5:02:09:02. Approval of automatic tabulating systems required before distribution. Prior
to distribution in South Dakota, a company or corporation dealing in automatic tabulating or electronic
ballot marking systems shall give written notice to the state board of elections and demonstrate that its
system complies with SDCL 12-17B-2 and § 5:02:09:02.01 or 5:02:09:02.03 ar:< is certified as fulfilling the
requirements of the Election Assistance Commission 2015 voting system standards by an independent
test authority accredited by the Election Assistance Commission. If the State Board of Elections approves
the system, it shall issue a certificate of approval.

Any changes or modifications in an approved automatic tabulating or electronic ballot marking
system may be certified by the State Board of Elections with or without the demonstration described in
this section for initial approval. The modification for the already approved system must have been
certified as fulfilling the requirements of the Election Assistance Commission voting system 2015
standards by an independent test authority accredited by the Election Assistance Commission or been
certified to meet the national standard by another state. Any change or modification determined to be de
minimis by the independent test authority does not need state board of elections certification.

Source: 2 SDR 5, effective July 30, 1975; 6 SDR 25, effective September 24, 1979; 16 SDR 203,
effective May 28, 1990; 21 SDR 77, effective October 24, 1994; 22 SDR 95, effective January 18, 1996; 29
SDR 113, effective January 30, 2003; 32 SDR 109, effective December 26, 2005; 33 SDR 230, effective
July 1, 2007; 35 SDR 306, effective July 1, 2009; 46 SDR 42, effective September 30, 2019; 47 SDR 37,
effective October 6, 2020.

End of State Board of Elections Rule

2. The facts and circumstances which give rise to the issue to be answered by the board's
declaratory ruling are:

Tech Solutions leased Davison County a Dell Latitude laptop Model 5500 configured with the
ES&S Electionware Results software in 2018 (Exhibit A), which is not listed in the US Election
Assistance Commission Certificate of Conformance for the ES&S EVS 5.2.2.0, 6.1.0.0, or 6.1.1.0
as part of its certified system to run the Electionware Results (EMS Standalone Workstation)
software. The change to a different laptop was not approved by the South Dakota State Board of
Elections.

a. TechSolutions is not a registered vendor with the United States Elections Assistance
Commission, and therefore is not authorized to submit an election system or
modification for testing or certification.
https://www.eac.gov/voting-equipment/registered-manufacturers




. The ES&S EVS 5.2.2.0 EAC Certificate of Conformance clearly Sows.that only the
Dell Latitude model E6410 is certified and approved for use in the Eggcﬁe{ﬂé}‘vmﬁggte
system.

EMS Standalone Dell Latitude
Workstation E6410

https://www.eac.gov/sites/default/files/voting system/files/EVS5220-
Cert_Scope%28FINAL%29.pdf

The ES&S EVS 6.1.0.0 EAC Certificate of Conformance clearly shows that only the
Dell Latitude 5580, OptiPlex 5040, 5050, and the 7020 are certified and approved for
use in the ES&S voting system.

COTS Hardware

Manufacturer Hardware Model/Version
Dell EMS Server PowerEdge T430, T630
Dell EMS Client or Standalone Latitude 5580, OptiPlex 5040, 5050, 7020
Workstation
Dell Trusted Platform Module M48YR
(TPM) Chip 1.2 and 2.0
(optional)

https://www.eac.gov/sites/default/files/voting system/files/EVS6100Cert Scope %2
528FINAL%2529.pdf

. The ES&S EVS 6.1.1.0 EAC Certificate of Conformance clearly shows that the Dell
Latitude 5580, OptiPlex 5040, 5050, and the 7020 are certified and approved for use
in the ES&S voting system.

COTS Hardware

Manufacturer Hardware Model/Version
Dell EMS Server PowerEdge T430, T630
Dell EMS Client or Standalone Latitude 5580, OptiPlex 5040, 5050, 7020
Workstation
Dell Trusted Platform Module M48YR
(TPM) Chip 1.2 and 2.0
(optional)
7|Page

https://www.eac.gov/sites/default/files/voting system/files/ES%26S%20EVS6110%2
OCertificate%20and%20Scope%200f%20Conformance%2007-27-2020.pdf.pdf

ES&S EVS 6.1.1.0 is the most recent certified system that the State Board of
Elections approved of for use in the state of South Dakota in August of 2021.
https://boardsandcommissions.sd.gov/bcuploads/ES&S%20EVS6110%20Certificate
%20and%20Scope%200f%20Conformance%2007-27-2020.pdf.pdf

ES&S has not submitted any Engineering Change Orders for any new laptops or
desktops for EVS 6.1.0.0 or 6.1.1.0, as required by the US Election Assistance
Commission Voluntary Voting System Guidelines 1.0, for any new hardware to be
considered as part of an approved voting system.



RECEIVED

g. On page 2 of all ES&S administration manuals it is clear ES&S ungerstangs M 2025
requirements, by placing this notice in the manual: ecref

a. “United States Election Assistance Commission Notification for ‘ary of Sta,
Approved Voting Systems
In accordance with the United States Election Assistance Commission (EAC)
Testing and Certification Program Manual, Version 2.0, ES&S hereby notifies
the purchaser that any changes or modifications to an EAC approved voting
system which have not been tested and certified by the EAC will void the
EAC certification for such EAC approved voting system.”

h. Thave asked the U.S. Election Assistance Commission about changes in approved
laptops, and they have confirmed that an Engineering Change Order is common for
hardware upgrades and is the most frequently used reasons for submissions. (Exhibit
B)

i. There are no meeting minutes since August of 2021 by the South Dakota State Board
of Elections indicating an application by ES&S or TechSolutions seeking approval of
any changes or modifications to any prior approved voting system.

j. Davison County, ES&S and TechSolutions failed to abide by our state laws and rules,
which clearly requires approval of a change or modification to an already approved
configuration by the South Dakota State Board of Elections before a new a new
laptop model is used prior to distribution and use in South Dakota.

3. The precise issue to be answered by the board's declaratory ruling is:

a. Did either ES&S or TechSolutions, comply with the rules which require “a
company or corporation dealing in automatic tabulating or electronic ballot
marking systems...give written notice to the state board of elections and
demonstrate that its system complies with SDCL 12-17B-2 and
§ 5:02:09:02.01 or 5:02:09:02.03 and is certified as fulfilling the requirements
of the Election Assistance Commission 2015 voting system standards by an
independent test authority accredited by the Election Assistance
Commission”, to include a Dell Latitude 5500 laptop?

b. Did Davison County comply with SDCL 12-17B-2 by using the Dell Latitude
5500 laptop in state and federal elections from 2018 to current date,
specifically in regard to the following: “Each system shall fulfill the
requirements for election assistance commission standards certification and be
approved by the State Board of Elections prior to distribution and use in this
state. No system may be approved unless the system fulfills the requirements
as established by the State Board of Elections. Any changes or modifications
to an approved system shall be approved by the State Board of Elections prior
to distribution and use.”?

7%



Dated at (__Elkton, SD ), this 2" day of August . 2025
Rick Weible
803 Elk St.

Elkton, SD 57026
Signature of petitioner



Exhibit A AU ¢ g 2095

¥ TechSolutions

To whom it may concern:

In response to the device inquiry for the laptop that is running your ES&S EMS system for the election |
wanted to get all the specifics in one place.

Tech Solutions ASSET4101
Dell Latitude 5500 Laptop
Service Tag(serial number) 65XBOR2

That laptop is part of the Managed Service Agreement and current Statement of Work in place between
Tech Solutions and Davison County. We don't list each device on that agreement as it changes
throughout the year as devices are replaced, returned or added.

Specifically, that laptop is on our Haa$ (hardware as a service) plan that the county utilizes for a
majority of the devices. This would fall under the monthly fee on your monthly invoice

labeled MANAGED WORKSTATION HARDWARE - LAPTOP at $33 per month. That fee covers the use of
the device for as long as the county needs it, with replacement included at end-of-life of the device or
sooner if different needs arise. Also included is any hardware repairs or upgrades needed during the life
of the device, damage excluded.

This device was put into service in 2018 and is set for replacement this year to get updated to Windows
11 that is required by end of October.

Additionally, this specific device had to go through some additional steps and costs on the county's end
to have it sent in to be 'hardened' or secured for it's specific use. That information was conveyed
between myself and Susan Kiepke, the then Auditor. | searched my email but it only goes back a few
years and | was unable to find that. | do personally remember providing a shipping box and the laptop
for her to send it in. Then once the hardening process was complete we finished the setup.

Regards,

o >
ol
Jordan Thuringer
Tech Solutions

IT Operations Manager
605-990-TECH(8324)

@ TechSolutions

Tech Solutions 605-990-8324
1408 N. Main St. Fax: 605-990-4334
Mitchell, SD 57301 www.990tech.com
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Exhibit B

&R Outlook

From Paul Aumayr <paumayr@eac.gov>
Date Wed 3/27/2024 10:42 AM
To  Rick Weible <rick@rgvisions.com>

Good morning
In resp to your questi i y day:
1. If the laptop is being used as part of an EAC certified voting system. then yes, the county should look to have the vendor submit an engineering change order. Adding new modeis of laptop to an
already certified system with an ECO is very common, and is one of the most used for ECO |

2. The ECO process can be used to update antivirus definition files and other ucuﬂ‘ty updates to voting systems. This was th: subject of a Notification of Clarification (NOC) issued in 2019, which
can be found on our website: hitps:/www.eac.gov/noc-19-01

Sincerely,

Paul Aumayr | St Election Technology Specialist
Commission

Election Assistance
833 3" Street NW, Suite 200 | Washington, DC 20001

W €ac gov

| PAumayr@EAC gov

From: U.S. Election C 1 gov>
Sent: Tuesday, March 26, 2024 10:35 AM

Subject: EAC Contact Form Submission

Caution: This email is from an external source. Please take care when clicking links or
security team to review.

If the looks

please use the Phish Alert Report button for the

Submitted on Tuesday, March 26, 2024
Submitted by: Anonymous

Submitted values are:

First Name: Rick

Last Name: Weible

Address:

Elkton, South Dakota. 57026

Message:

1 have a few questions regarding Engineering Change Orders:

1) If a model of a laptop being used for election results is not the same manufacturer or model listed in the certificate, should the county ask the vendor to submit an engineering change order to be in compliance?
2) With the VWSG 1.0 7.4.2 Protection Against Malicious Software, where it specifically states "Voting systems shall deploy protection against the many forms of threats to which they may be exposed such as file and
macro viruses, worms, Trojan horses, and logic bombs. Vendors shall develop and document the procedures to be followed to ensure that such protection is maintained in a current status.” Should counties/states
ask for Engineering Change Orders to be able to update the Antivirus definition files of the system before an election, to ensure the security of their systems? | see that many jurisdictions are using ES&S 6.1.1.0, and
the antivirus of the laptop and desktops are stuck at March 29th, 2019....

Phone Number: 6123064555
Email: fick@rgvisions.com
Concerning: Voting System Testing And Certification



State of South Dakota AUG 03 2025
State Board of Elections SO Se
Petition for Declaratory Rulings Cretary of Stat
e

Pursuant to the provisions of SDCL 1-26-15, I (Rick Weible) of (803 Elk St, Elkton SD 57026),
am (a rgsndent of Brookings County, SD), and do hereby petition the South Dakota State Board
of Elections for its declaratory ruling in regard to the following:

1. The state statutes or State Board of Elections rules or orders or forms in question is:
Start of State Statute---- ----
12-17B-2. Requirements for automatic tabulating, electronic ballot marking,
and election voting equipment systems--Approval of changes or modifications.
Any automatic tabulating or electronic ballot marking system used in an election shall
enable the voter to cast a vote for all offices and on all measures on which the voter is
entitled to vote. No automatic tabulating, electronic ballot marking, or election voting
equipment system may be connected to the internet. No ballot marking device may save
or tabulate votes marked on any system. Each system shall fulfill the requirements for
election assistance commission standards certification and be approved by the State
Board of Elections prior to distribution and use in this state. No system may be approved
unless the system fulfills the requirements as established by the State Board of Elections.
Any changes or modifications to an approved system shall be approved by the State
Board of Elections prior to distribution and use.
Source: SL 1994, ch 110, § 6; SL 2005, ch 92, § 3; SL 2018, ch 81, § 2, eff. Feb. 5,
2018.

------ ---- End of State Statute ———-

-------- Start of State Board of Elections Rule

5:02:09:02. Approval of automatic tabulating systems required before
distribution. Prior to distribution in South Dakota, a company or corporation dealing in
automatic tabulating or electronic ballot marking systems shall give written notice to the state
board of elections and demonstrate that its system complies with SDCL 12-17B-2 and
§ 5:02:09:02.01 or 5:02:09:02.03 and is certified as fulfilling the requirements of the Election
Assistance Commission 2015 voting system standards by an independent test authority
accredited by the Election Assistance Commission. If the State Board of Elections approves the
system, it shall issue a certificate of approval.

Any changes or modifications in an approved automatic tabulating or electronic ballot
marking system may be certified by the State Board of Elections with or without the
demonstration described in this section for initial approval. The modification for the already
approved system must have been certified as fulfilling the requirements of the Election
Assistance Commission voting system 2015 standards by an independent test authority
accredited by the Election Assistance Commission or been certified to meet the national
standard by another state. Any change or modification determined to be de minimis by the
independent test authority does not need state board of elections certification.



RECEIVED

AUG 05 o5

Source: 2 SDR 5, effective July 30, 1975; 6 SDR 25, effective Septem@@r 24, 1979;
SDR 203, effective May 28, 1990; 21 SDR 77, effective October 24, 1994; 22 D?P%?ta‘@q}vslate
January 18, 1996; 29 SDR 113, effective January 30, 2003; 32 SDR 109, effective December B
26, 2005; 33 SDR 230, effective July 1, 2007; 35 SDR 306, effective July 1, 2009; 46 SDR 42,
effective September 30, 2019; 47 SDR 37, effective October 6, 2020.
End of State Board of Elections Rule

2. The facts and circumstances which give rise to the issue to be answered by the board's
declaratory ruling are:

ES&S sold to both Lincoln County, March 18" 2020 (Exhibit A), and Penington County, March
31% 2020 (Exhibit B) Dell Latitude laptops model 5501 configured with the ES&S Electionware
Results software, which is not listed in the US Election Assistance Commission Certificate of
Conformance for the ES&S EVS 6.1.0.0 or 6.1.1.0 as part of its certified system to run the
Electionware Results (EMS Standalone Workstation) software. The change to a different laptop
was not approved by the South Dakota State Board of Elections.
a. The ES&S EVS 6.1.0.0 system configuration was approved on October 30", 2019 by
the State Board of Elections for use in the state of South Dakota.
https://boardsandcommissions.sd.gov/bcuploads/2019EVS6100Report.pdf

b. The ES&S EVS 6.1.0.0 EAC Certificate of Conformance clearly shows that only the
Dell Latitude 5580, OptiPlex 5040, 5050, and the 7020 are certified and approved for
use in the ES&S voting system.

COTS Hardware

Manufacturer Hardware Model/Version
Dell EMS Server PowerEdge T430, 7630
Dell EMS Client or Standalone Latitude 5580, OptiPlex 5040, 5050, 7020
Workstation
Dell Trusted Platform Module M48YR
(TPM) Chip 1.2 and 2.0
(optional)

https://www.eac.gov/sites/default/files/voting system/files/EVS6100Cert Scope %2
528FINAL%2529.pdf

c. The ES&S EVS 6.1.1.0 EAC Certificate of Conformance clearly shows that the Dell
Latitude 5580, OptiPlex 5040, 5050, and the 7020 are certified and approved for use
in the ES&S voting system.

COTS Hardware

Manufacturer Hardware Model/Version
Dell EMS Server PowerEdge T430, T630
Dell EMS Client or Standalone Latitude 5580, OptiPlex 5040, 5050, 7020
Workstation
Dell Trusted Platform Module M48YR
(TPM) Chip 1.2 and 2.0
(optional)

7|Page
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https://www.eac.gov/sites/default/files/voting_system/ ﬁles/ES%26S%2(4yG R/ %ED
0Certificate%20and%20Scope%200f%20Conformance%2007-27-80 f.pdf
ary
d. ES&S EVS 6.1.1.0 is the most recent certified system that the State Board of
Elections approved of for use in the state of South Dakota in August of 2021.
https://boardsandcommissions.sd.gov/bcuploads/ES&S%20EVS6110%20Certificate
%?20and%20Scope%200f%20Conformance%2007-27-2020.pdf.pdf

of s'ate

e. ES&S has not submitted any Engineering Change Orders for any new laptops or
desktops for EVS 6.1.0.0 or 6.1.1.0, as required by the US Election Assistance
Commission Voluntary Voting System Guidelines 1.0, for any new hardware to be
considered as part of an approved voting system.

f.  On page 2 of all ES&S administration manuals it is clear ES&S understands the
requirements, by placing this notice in the manual:

a. “United States Election Assistance Commission Notification for
Approved Voting Systems
In accordance with the United States Election Assistance Commission (EAC)
Testing and Certification Program Manual, Version 2.0, ES&S hereby notifies
the purchaser that any changes or modifications to an EAC approved voting
system which have not been tested and certified by the EAC will void the
EAC certification for such EAC approved voting system.”

g. Thave asked the U.S. Election Assistance Commission about changes in approved
laptops, and they have confirmed that an Engineering Change Order is common for
hardware upgrades and is the most frequently used reasons for submissions. (Exhibit
)

h. There are no meeting minutes since October of 2019 by the South Dakota State Board
of Elections indicating an application by ES&S seeking approval of any changes or
modifications to any prior approved voting system seeking to add new models of
laptops.

i. Lincoln and Pennington Counties and ES&S and failed to abide by our state laws and
rules, which clearly requires approval of a change or modification to an already
approved configuration by the South Dakota State Board of Elections before a new a
new laptop model is used prior to distribution and use in South Dakota.

3. The precise issue to be answered by the board's declaratory ruling is:

a. Did ES&S comply with the rules which require “a company or corporation
dealing in automatic tabulating or electronic ballot marking systems...give
written notice to the state board of elections and demonstrate that its system
complies with SDCL 12-17B-2 and § 5:02:09:02.01 or 5:02:09:02.03 and is
certified as fulfilling the requirements of the Election Assistance Commission
2015 voting system standards by an independent test authority accredited by
the Election Assistance Commission”, to include a Dell Latitude 5501 laptop?



. Did Lincoln County comply with SDCL 12-17B-2 by using the Dell Latitude
29501 laptop in state and federal elections from 2020 to current date,

specifically in regard to the following: “Each system shall fulfill the
requirements for election assistance commission standards certification and be
approved by the State Board of Elections prior to distribution and use in this
state. No system may be approved unless the system fulfills the requirements
as established by the State Board of Elections. Any changes or modifications
to an approved system shall be approved by the State Board of Elections prior
to distribution and use.”?

Did Pennington County comply with SDCL 12-17B-2 by using the Dell
Latitude 5501 laptop in state and federal elections from 2020 to current date,
specifically in regard to the following: “Each system shall fulfill the
requirements for election assistance commission standards certification and be
approved by the State Board of Elections prior to distribution and use in this
state. No system may be approved unless the system fulfills the requirements
as established by the State Board of Elections. Any changes or modifications
to an approved system shall be approved by the State Board of Elections prior
to distribution and use.”?

Dated at (__Elkton, SD ), this 4" day of August . 2025
Rick Weible
803 Elk St.

Elkton, SD 57026
Signature of petitioner
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Election Systems & Software, LLC
11208 Jonn Gait Bivd
Omaha NE 88137

ik

i

EVS 6.1.0.0 Reporting Standard - Standalone EMS

System Purchase Order

March 18 2020

tincoin County, South Dakota
104 N Main Ste 110
Canton, SO 57013

Qty Ord

Description

Price

Ext. Price

EMS WORKSTATION

DELL LATITUDE ESS01 (LAPTOP)

$126700

$1.267.00

p Deil Latitude 5501 XCTO

b 9th Generstion intel Core 159400 Processor (4 Core, 8MB Cache 2 5
Gz, 4 AGHz Turbo, 3I5W vPro)

2 TPM Enabieg

- ntel UMD Graphics 830 with Thunderto 3 for Intel 9th GenCore 15-5400H
- ntel vPro Technology Enabled

- 8G8. 1x8GB, DDR4 Non-ECC
. 2.5" S00GB 720C RPM SATA Hard Onve

4 15 6" HO Ant-Glare Non-touch. RGB Camera & Mic, WLAN Capabie
Privacy Shutter

i US English Keyboard Backit with 10 Key Numenic Keypad Dual Ponting
- No Mouse

- nte! Dual Band Wireless AC 9560 (802 1 1ac) 2x2 + Bluetooth 50

- No Mobide Broadbang Carg

i 4 Coll B8Whr ExpressCharge Capable Battery
g POW AC Power Adapter - 3-pnt 7 dmm Barrel

d OP Paimrest w/ 7P S Contacsed Smart Card Orey, TBT
P QS-NMndows Media Not Included

- US Power Cord

- No Removable CO'DVD Drive

3 No Carrping Case

r ENERGY STAR Qualfied
g No Docking Station

4 ntel Core i§ Labei for Vpro

I Cell Lmitec Hardware Warranty Extended Year(s

. Dell Lenited Hardware ‘Warranty

g ProSupport 7x24 Technical Support S Years

- ProSupport Next Business Day Onste. 1 Year

o ProSupport Next Business Day Onsde, 4 Year Extended

Pape 1972
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Exhibit C

&R outlook

RE: EAC Contact Form Submission

From Paul Aumayr <paumayr@eac.gov >
Date Wed 3/27/2024 10-42 AM
To  Rick Weible <rick@rgvisions.com>

Good morning

In resp: to your questi y y:

1. If the laptop is being used as part of an EAC certified voting system, then yes, the county should look to have the vendor submit an engineering change order. Adding new models of laptop to an
already certified system with an ECO is very common, and is one of the most frequently used reasons for ECO submissiol

2. The ECO process can be used to update antivirus definition files and other ity up to voting sy . This was the subject of a Notification of Clarification (NOC) issued in 2019, which
can be found on our website: https://www.eac govinoc-19-01

Sincerely,

Paul Aumayr | Sr. Election Technology Specialist
Election Assistance Commission

633 3" Street NW, Suite 200 | Washington, DC 20001
WYY €3C gOV

| PAumayr@EAC gov

From: U.S. Election Assistance Commission <no-reply@eac.gov>
Sent: Tuesday, March 26, 2024 10:35 AM
Subject: EAC Contact Form Submission

Caution: This email is from an external source. Please take care when clicking links or opening h If the ge looks suspici please use the Phish Alert Report button for the
security team to review.

Submitted on Tuesday, March 26, 2024
Submitted by: Anonymous

Submitted values are:

First Name: Rick

Last Name: Weible

Address:

Elkton, South Dakota. 57026

Message:

| have a few questions regarding Engineering Change Orders:

1) If a model of a laptop being used for election results is not the same manufacturer or mode! listed in the certificate, should the county ask the vendor to submit an engineering change order to be in compliance?
2) With the VVSG 1.0 7.4.2 Protection Against Malicious Software, where it specifically states “Voting systems shall deploy protection against the many forms of threats to which they may be exposed such as file and
macro viruses, worms, Trojan horses, and logic bombs. Vendors shall develop and document the procedures to be followed to ensure that such protection is maintained in a current status.” Should counties/states
ask for Engineering Change Orders to be able to update the Antivirus definition files of the system before an election, to ensure the security of their systems? | see that many jurisdictions are using ES&S 6.1.1.0, and
the antivirus of the laptop and desktops are stuck at March 29th, 2019....

Phone Number: 6123064555
Email: i i
Concerning: Voting System Testing And Certification



State of South Dakota Al
State Board of Elections S 08 2025
Petition for Declaratory Rulings ecfeta,y of g
tat

Pursuant to the provisions of SDCL 1-26-15, I (Rick Weible) of (803 Elk St, Elkton SD 57026),
am (a resident of Brookings County, SD), and do hereby petition the South Dakota State Board
of Elections for its declaratory ruling in regard to the following:

1. The state statute or State Board of Elections rule or order or form in question is:
Start of State Statute---

12-17B-2. Requirements for automatic tabulating, electronic ballot marking, and
election voting equipment systems--Approval of changes or modifications.

Any automatic tabulating or electronic ballot marking system used in an election shall enable the
voter to cast a vote for all offices and on all measures on which the voter is entitled to vote. No
automatic tabulating, electronic ballot marking, or election voting equipment system may be
connected to the internet. No ballot marking device may save or tabulate votes marked on any
system. Each system shall fulfill the requirements for election assistance commission standards
certification and be approved by the State Board of Elections prior to distribution and use in this
state. No system may be approved unless the system fulfills the requirements as established by the
State Board of Elections. Any changes or modifications to an approved system shall be approved
by the State Board of Elections prior to distribution and use.

Source: SL 1994, ch 110, § 6; SL 2005, ch 92, § 3; SL 2018, ch 81, § 2, eff. Feb. 5, 2018.

e End of State Statute--

2. The facts and circumstances which give rise to the issue to be answered by the board's
declaratory ruling are:

ES&S did not abide by our state statute when they sold Minnehaha County a new Dell
laptop Model E5540 configured with the ES&S Electionware Results software in 2024 (Exhibit
A), which is not listed in the US Election Assistance Commission Certificate of Conformance for
the ES&S EVS 6.1.1.0 as part of its certified system to run the Electionware Results (EMS
Standalone Workstation) software. The change to the new laptop was not approved by the South
Dakota State Board of Elections.

a. The certificate clearly shows what approved hardware is allowed and certified to run
with the voting system, the only laptop certified is the Dell Latitude 5580, and the
three desktops are the OptiPlex 5040, 5050, and the 7020:

COTS Hardware

Manufacturer Hardware Model/Version
Dell EMS Server PowerEdge T430, T630
Dell EMS Client or Standalone Latitude 5580, OptiPlex 5040, 5050, 7020
Workstation
Dell Trusted Platform Module M48YR
(TPM) Chip 1.2 and 2.0
(optional)

7|Page
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“e

ec
ES&S EVS 6.1.1.0 is the most recent certified system that the State Board oriefc?ry of .
Elections approved of for use in the state of South Dakota in August of 2021.

https://boardsandcommissions.sd. gov/bcuploads/ES&S%20EVS611 0%?20Certificate
%20and%208c0pe%200f°/o20C0nf0rmance%2007-27-2020.pdf.pdf

ES&S has not submitted any Engineering Change Orders for any new laptops or
desktops for EVS 6.1.1.0, as required by the US Election Assistance Commission
Voluntary Voting System Guidelines 1.0 for any new hardware to be considered as
part of an approved system.

On page 2 of all ES&S administration manuals it is clear they understand the
requirements, and have this notice in the manual:
a. “United States Election Assistance Commission Notification for
Approved Voting Systems
In accordance with the United States Election Assistance Commission (EAC)
Testing and Certification Program Manual, Version 2.0, ES&S hereby notifies
the purchaser that any changes or modifications to an EAC approved voting
system which have not been tested and certified by the EAC will void the
EAC certification for such EAC approved voting system.”

I have asked the US Election Assistance Commission about the laptop, and they have
confirmed that an Engineering Change Order is common for hardware upgrades and
is the most frequently used reasons for submissions. (Exhibit B)

There are no meeting minutes since Aug 2021 by the South Dakota State Board of
Elections indicating an application by ES&S seeking approval of any changes or
modifications to any prior approved voting system.

ES&S failed to abide by our state law, which clearly requires approval of a change or
modification of an already approved configuration by the South Dakota State Board

of Elections, before a new a new laptop model is used prior to distribution and use in
South Dakota.

The requirement and process is further expanded in the second paragraph of rule
5:02:09:02. Approval of automatic tabulating systems required before distribution.
Where it states; ”Any changes or modifications in an approved automatic tabulating or
electronic ballot marking system may be certified by the State Board of Elections with or
without the demonstration described in this section for initial approval. The modification for
the already approved system must have been certified as fulfilling the requirements of the
Election Assistance Commission voting system 2015 standards by an independent test
authority accredited by the Election Assistance Commission or been certified to meet the
national standard by another state. Any change or modification determined to be de
minimis by the independent test authority does not need state board of elections
certification.”




SO

3. Did Minnehaha County comply with SDCL 12-17B-2 by using the Dell{egfﬁ E5540
laptop in state and federal elections in the 2024 Elections, specifically in regard to the oﬁé%;g:
“Each system shall fulfill the requirements for election assistance commission standards
certification and be approved by the State Board of Elections prior to distribution and use in this
state. No system may be approved unless the system fulfills the requirements as established by
the State Board of Elections. Any changes or modifications to an approved system shall be
approved by the State Board of Elections prior to distribution and use.”?

Dated at (__Elkton, SD ), this 4™ day of August . 2025
Rick Weible
803 Elk St.

Elkton, SD 57026
Signature of petitioner
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Election Systems & Software, LLC
11208 John Gait Bivd

Omaha, NE 68137

EVS 6.1.1.0 Reporting Standard Standalone

System Purchase Order
Fabruary 05, 2024

Minnehaha County, South Dakota

415 N Dakota Ave
Sioux Falls, SO 57104

Quantity Part® Description Price Ext Price

EMS WORKSTATION
1 96141 DELL LATITUDE 8640 EMS LAPTOP $2.074.00 $2,074.00

o Dell Latitude E5640

e 12th Generation Intel® Core ™ 15-1345U (10 Core, 12MB
cache)

TPM Enabled

Dell Power Manager

Dedi Data Protection Security Tocls Digital Delivery/NB
Det Backup and Recovery Basic

Ded Data Protection | Protected Workspace

Dail Digital Dedivery Cirrus Chent

Deit Client System Update (Updates latest Dat
Recommendead BIOS, Drivers, Firmware and Apps), Optiplax
¢ Waves Maxx Audio Royaity

o 156" FHD (1820x1080) Non-Touch Anti-Glare LCD with
Camera and Mic

16GB (2x8GB) DDR4 Memory

M 2 512G8 PCle Class 35 Soiid State Drive

Intel W-Fi 6 AX211 2x2 AX+ Bluetooth § 1

intérnal Dued Pointing Keyboard (US-English)

65 Watt AC Adaptor, US Power Cord

Primary 3-cell S4VWHR Battery

Det Limitad Hardware Warranty Extended Year(s)

Ded Limited Hardware Warranty

ProSupport 7x24 Technical Support, 5 Years
ProSupport Next Business Day Onsite, 1 Year
ProSupport: Next Business Day Onsile, 4 Year Exended

1 $6002 DELL EXTERNAL USB SLIM DVD+/-RW OPTICAL DRIVE $70.00 §70.00
1 96008 “SYMANTEC ENDPOINT PROTECTION 142 $61.00 $61.00
1 96032 MICROSOFT WIN10 IOT ENT 2018 LTSC VALUE $128.00 $128.00

*® & o o o e 0

L I I R R T R Y

FDIN 6771564 Page 1of 2



2 |100056 | BITLOCKER KEY ﬁmdi " $7200
S

MISCELLANEQUS COMPONENTS

1 B&402 EMS REPORT PRINTER $570.00 $570.00
- BROTHER HL-LE400 BAW DUPLEX LASER PRINTER
1 86016 LD 6'USB 2.0 A-B CABLE T IVOTR RTAL ' USB CABLE $8.00 $8.00
SERVICES
1 510210 STANDALONE EMS INSTALL $1.52000 $1,54000

* Staging of EMS workstations at ESAS Technical Services lab
¢ incuces the nstaliaton, configuration, and testing of EMS
workstaton
« Equipmant is shppad 10 customer location
© Physical nstaliation of workslation and relates hasdware
(Printer, UPS, etc. ) parformed by customer.
* EMS installaton summary documentation provided to
customer upon completion of installstion.

SHIPPING AND HANDLING
1 FREIGHT | SHIPPING & HANDLING - EMS EQUIPMENT $168500 $186.00

Order Total $4,718.00

Invoicing and Payment Terms:
100% of Order Total Due Thirty (30) Calendar Days afier the later of (a) Equigment Delivary, or () Receipt of corresponding ESAS
Invexce

Note 1: Pricing of purchase order s valid for 30 days due 10 fluctusting pricing in 3rd party hardware and software Agreemerts
wil need 10 be updated if not executed withn 30 days

Note 2: In no event shal Custamer's paymant obligabons hereunder, or the due dales for such payments, te contingent or
condtional upon Customer's receipt of federal andior state funds.

Note 3: Any appicable (City & State) sales taxes have not been induded in pricing and are the responsibility of the customer
Note 4: Shipping and Handing is included in the Order Total

Note §: Network Cabling is not included

Customer acknowledges that ES&S is purchasing the third party items set forth hacein (“Third Party ltems”) for resale to
Cuuomor.anomatmepfopnewymdhhcmlmmmeomTm&’wmnwmdbypmmmmests
(*Third Parties") Cmun«mmrmomsm«oembfmuymmes&sumomkdl’mm.ﬂoﬂurighu
and cbligations with respect thereto fiow from and to the Third Parties  ES&S shal provide Custamer with copies of all
cecumentaton and warranties for the Third Party items which are provided to ES4S

Mm) 3-4-2024
Date

Customer Signature

Title

FDI# 877154 Page 202
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RE: EAC Contact Form Submission

From Paul Aumayr <paumayr@eac.gov>
Date Wed 3/27/2024 10:42 AM
To  Rick Weible <rick@rgvisions.com>

Good marning

P to your i y y:

in

1. If the laptop is being used as part of an EAC certified voting system, then yes, the county should lock to have the vendor submit an engineering change order. Adding new models of laptop to an
already certified system with an ECO is very common, and is one of the most frequently used reasons for ECO subm!ssions{

2. The ECO process can be used to update antivirus definition files and other security updates to voting systems. This was the subject of a Notification of Clarification (NOC) issued in 2019, which
can be found on our website: https://www.eac.gov/noc-19-01

Sincerely,

Paul Aumayr | St Election Technology Speciast
Election Assistance Commission

633 39 Street NW, Suite 200 | Washington, DC 20001
WWW €3C OV

!

From: U.S. Election Assistance Commission <no-reply@eac.gov>
Sent: Tuesday, March 26, 2024 10:35 AM
Subject: EAC Contact Form Submission

Caution: This email is from an externai source. Please take care when clicking links or opening . if the
security team to review.

fooks icious, please use the Phish Alert Report button for the

9

Submitted on Tuesday, March 26, 2024
Submitted by: Anonymous

Submitted values are:

First Name: Rick

Last Name: Weible

Address:

Elkton, South Dakota. 57026

Message:

I have a few questions regarding Engineering Change Orders:

1) if a model of a laptop being used for election results is not the same manufacturer or model listed in the certificate, should the county ask the vendor to submit an engineering change order to be in compliance?
2) With the WWSG 1.0 7.4.2 Protection Against Malicious Software, where it specifically states “Voting systems shail deploy protection against the many forms of threats to which they may be exposed such as file and
macro viruses, worms, Trojan horses, and logic bombs. Vendors shall develop and document the procedures to be followed to ensure that such protection is maintained in a current status.” Should counties/states
ask for Engineering Change Orders to be able to update the Antivirus definition files of the system befare an election, to ensure the security of their systems? | see that many jurisdictions are using ES&S 6.1.1.0, and
the antivirus of the laptop and desktops are stuck at March 29th, 2019...

Phone Number: 6123064555
Email: rick@rgvisions.com
Concerning: Voting System Testing And Certification



\q\‘@ Lovresice)

‘) \rv{f $doN ¢
$Q B
% o ! a
w @ o State of South Dakota
%ec.\e' State Board of Elections
Y Petition for Declaratory Rulings

Pursuant to the provisions of SDCL 1-26-15, I (Rick Weible) of (803 Elk St, Elkton SD 57026),
am (a resident of Brookings County, SD), and do hereby petition the South Dakota State Board
of Elections for its declaratory ruling in regard to the following:

1. The state statute or State Board of Elections rule or order or form in question is:
Start of State Statute

12-17B-2. Requirements for automatic tabulating, electronic ballot marking, and
election voting equipment systems--Approval of changes or modifications.

Any automatic tabulating or electronic ballot marking system used in an election shall enable the
voter to cast a vote for all offices and on all measures on which the voter is entitled to vote. No
automatic tabulating, electronic ballot marking, or election voting equipment system may be
connected to the internet. No ballot marking device may save or tabulate votes marked on any
system. Each system shall fulfill the requirements for election assistance commission standards
certification and be approved by the State Board of Elections prior to distribution and use in this
state. No system may be approved unless the system fulfills the requirements as established by the
State Board of Elections. Any changes or modifications to an approved system shall be approved
by the State Board of Elections prior to distribution and use.

Source: SL 1994, ch 110, § 6; SL 2005, ch 92, § 3; SL 2018, ch 81, § 2, eff. Feb. 5, 2018.

End of State Statute

2. The facts and circumstances which give rise to the issue to be answered by the board's
declaratory ruling are:
ES&S did not abide by our state statute when they sold Minnehaha County a new Dell laptop
Model E5540 configured with the ES&S Electionware Results software in 2024 (Exhibit A), which
is not listed in the US Election Assistance Commission Certificate of Conformance for the ES&S
EVS 6.1.1.0 as part of its certified system to run the Electionware Results (EMS Standalone
Workstation) software. The change to the new laptop was not approved by the South Dakota State
Board of Elections.
a. The certificate clearly shows what approved hardware is allowed and certified to run
with the voting system, the only laptop certified is the Dell Latitude 5580, and the
three desktops are the OptiPlex 5040, 5050, and the 7020:

COTS Hardware

Manufacturer Hardware Model/Version
Dell EMS Server PowerEdge T430, T630
Dell EMS Client or Standalone Latitude 5580, OptiPlex 5040, 5050, 7020
Workstation
Dell Trusted Platform Module M48YR
(TPM) Chip 1.2 and 2.0
(optional)

7|Page

https://www.eac.gov/sites/default/files/voting system/files/ES%26S%20EVS6110%2
OCertificate%20and%20Scope%200f%20Conformance%2007-27-2020.pdf.pdf
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b. ES&S EVS 6.1.1.0 is the most recent certified system that the State Boarggé ; IV E 0
L F

Elections approved of for use in the state of South Dakota in Augustgf 20 y)
https://boardsandcommissions.sd.gov/bcuploads/ES&S%20EVS6110% iﬁca?g'i
%20and%20Scope%200f%20Conformance%2007-27-2020.pdf.pdf Y of

c. ES&S has not submitted any Engineering Change Orders for any new laptops or late
desktops for EVS 6.1.1.0, as required by the US Election Assistance Commission
Voluntary Voting System Guidelines 1.0 for any new hardware to be considered as
part of an approved system.

d. On page 2 of all ES&S administration manuals it is clear they understand the
requirements, and have this notice in the manual:

a. “United States Election Assistance Commission Notification for
Approved Voting Systems
In accordance with the United States Election Assistance Commission (EAC)
Testing and Certification Program Manual, Version 2.0, ES&S hereby notifies
the purchaser that any changes or modifications to an EAC approved voting
system which have not been tested and certified by the EAC will void the
EAC certification for such EAC approved voting system.”

e. I'have asked the US Election Assistance Commission about the laptop, and they have
confirmed that an Engineering Change Order is common for hardware upgrades and
is the most frequently used reasons for submissions. (Exhibit B)

f.  There are no meeting minutes since Aug 2021 by the South Dakota State Board of
Elections indicating an application by ES&S seeking approval of any changes or
modifications to any prior approved voting system.

g. ES&S failed to abide by our state law, which clearly requires approval of a change or
modification of an already approved configuration by the South Dakota State Board
of Elections, before a new a new laptop model is used prior to distribution and use in
South Dakota.

h. The requirement and process is further expanded in the second paragraph of rule
5:02:09:02. Approval of automatic tabulating systems required before distribution.
Where it states; “Any changes or modifications in an approved automatic tabulating or
electronic ballot marking system may be certified by the State Board of Elections with or
without the demonstration described in this section for initial approval. The modification for
the already approved system must have been certified as fulfilling the requirements of the
Election Assistance Commission voting system 2015 standards by an independent test
authority accredited by the Election Assistance Commission or been certified to meet the
national standard by another state. Any change or modification determined to be de
minimis by the independent test authority does not need state board of elections
certification.”

3. The precise issue to be answered by the board's declaratory ruling is: Is the Dell E5540
laptop in Minnehaha, that was purchased from ES&S in 2024 with HAVA funds, considered part
of the equipment certified for use by the US Election Assistance Commission 6.1.1.0 Certificate
of Conformance dated July 27", 2020 and certified by the South Dakota State Board of Elections
per the state board of Election meeting minutes dated August 23, 2021?

6
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q® Dated at (__Elkton, SD ), this 1% day of August . 2025

N

\ 2\ \
Nio«* &S %/////

Rick Weible

803 Elk St.

Elkton, SD 57026
Signature of petitioner




Exhibit A

Election Systems & Software, LLC
11208 John Gait Bivd
Omaha, NE 88137

EVS 6.1.1.0 Reporting Standard Standalone

System Purchase Order
Fabruary 05, 2024

Minnehaha County, South Dakota

415 N Dakots Ave
Soux Falls, SO 57104

Quantity Part® Description Price

Ext Price

EMS WORKSTATION

1 96141 DELL LATITUDE 5540 EMS LAPTOP $2.07400

$2,074.00

o Dell Latitude E5540

o 12th Generation Inte® Core ™ i5-1345U (10 Core, 12MB
cache)

TPM Enabied

Dell Power Marager

Dedl Data Protection Security Tools Digital Delivery/NB
Dell Backup and Recovery Basic

Ded Data Protection | Protected Workspace

Datl Digital Delivery Cirrus Clent

Dadl Client System Update (Updates latest Del
Recommendad BIOS, Drivers, Firmware and Apps), Optipiex
* Waves Maxx Audio Royaity

e 15.6"FHD (1920x1080) Non-Touch Anti-Glare LCD with
Camera and Mic

16GB (2x8GB) DDR4 Memory

M 2 512G8B PCle Class 35 Solid State Drive

Intel Wi-Fi 6 AX211 2x2 AX+ Bluetooth 5 1

Internal Dual Pointing Keyboard (US-English)

65 Watt AC Adaptor, US Power Cord

Primary 3-cell S4VWHR Battery

Del Lmitad Hardware Warranty Extended Year(s)

Ded Lmited Hardware Warmsnty

ProSupport: 7x24 Technical Support, 5 Years
ProSupport Next Business Day Onsite, 1 Year
ProSupport. Next Business Day Onsite, 4 Year Exterded

1 96002 DELL EXTERNAL USB SLIM DVD+/-RW OPTICAL DRIVE $70.00

$70.00

1 96008 *SYMANTEC ENDPOINT PROTECTION 142 $61.00

36100

1 96032 MICROSOFT WIN10 IOT ENT 2018 LTSC VALUE $12800

$128.00

FDIX 677154

Page 10of2
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flre;ag,
MISCELLANEOUS COMPONENTS atg_

1 B6400 EMS REPORT PRINTER $570.00 $570.00
- BROTHER HL-L8400 BAW DUPLEX LASER PRINTER
1 96018 LD 6 USB 2.0 A-B CABLE, T IVOTR RTAL &' USB CABLE $8.00 $8.00
SERVICES
1 510210 STANDALONE EMS INSTALL $1.54000 $1,54000

+ Staging of EMS workstatons at ESAS Technical Senvices lab
© Indudes the nstallaton, configuration, and testing of EMS
workstation
« Equipment is shpped 10 customer locaton
0 Physical nstaliabon of workstation and related hardware
(Printer, UPS, eic.) parformed by customer.
* EMS installation summary documentation provided to
customer upon completion of installation.

SHIPPING AND HANDUNG

1 FREIGHT | SHIPPING & HANDLING - EMS EQUIPMENT $19500 $186.00

Order Total $4,718.00

Invoicing and Payment Terms:
100% of Order Tota! Due Thirty (30) Calendsr Days sfter the later of (a) Eguipment Delivary, or (b) Receipt of corresponding ESAS
Invoice

Natn:Pna\gofpwumomuvdnbrwdmmobmgmnmmmwmmmo Agreements
witl need 10 be updated If not executed within 30 days
mthmmmmﬂcmwmmumm.ummamhmhmu te contngent or
conditional upon Customer's receipt of federal andior state funds.
Nuo::Anywphcabh{(:dylsumwummmwmmmanmmmurespomuhtnyolmaum
Note 4: Shipping and Handling is included in the Order Total

Note §: Network Cabiing is not induded

Customer acknowledges that ES&S is purchasing the third party items set forth herein ("Third Party Nems”) for resale to
Customer, and that the proprietary and inteliectual property rights to the Thd Party Itams are cwned by parties other than ES 4S5
("Third Parties”) mmmmmmmwnes&summmm.umym
and obligatons with respect hereto Now from and 1o the Third Parties ES&S shal provide Custormer with copies of all
decumentaton and warranties for the Third Party ltems which are provided to ES &S

_me 3-4-2024

Customer Signature

FDI® 877154 Pagelorl
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SD S ec
@R outiook re{ary of
RE: EAC Contact Form Submission
From Paul Aumayr <paumayr@eac.gov>

Date Wed 3/27/2024 10:42 AM
To  Rick Weible <rick@rgvisions.com>

Good morning

In resp to your g

1.Whhmhmumumdnnﬂcmvmuy-ﬁm.monyn.mmnlymuhbokwhwennvmwmnmonWQm\gmmn Adding new models of laptop to an
already certified system with an ECO Is very common, and is one of the most frequently used reasons for ECO submissi

2. The ECO process can be used to update antivirus definition files and other security updates to voting systems. This was the subject of a Notification of Clarification (NOC) issued in 2019, which
can be found on our website: hitps://www.eac.gov/noc-19-01

Sincerely,

Paul Aumayr | St. Election Technology Specialist
Election Assistance Commission
633 3 Street NW, Sutte 200 | Washington, DC 20001

www eac aov
| PAumayi@EAC gov

From: U.S. Election G < hy gov>
Sent: Tuesday, March 26, 2024 10:35 AM
Subject: EAC Contact Form Submission

Caution: This email is from an external source. Please take care when clicking links or opening If the
security team to review.

ge looks please use the Phish Alert Report button for the

Submitted on Tuesday, March 26, 2024
Submitted by: Anonymous

Submitted values are:

First Name: Rick

Last Name: Weible

Address:

Elkton, South Dakota. 57026

Message:

I have a few questions regarding Engineering Change Orders:

1) If a model of a laptop being used for election results is not the same manufacturer or model listed in the certificate, should the county ask the vendor to submit an engineering change order to be in compliance?
2) With the VVSG 1.0 7.4.2 Protection Against Malicious Software, where it specifically states “Voting systems shall deploy protection against the many forms of threats to which they may be exposed such as file and
macro viruses, worms, Trojan horses, and logic bombs. Vendors shall develop and document the procedures to be followed to ensure that such protection is maintained in a current status.” Should counties/states
ask for Engineering Change Orders to be able to update the Antivirus definition files of the system before an election, to ensure the security of their systems? | see that many jurisdictions are using ES&S 6.1.1.0, and
the antivirus of the laptop and desktops are stuck at March 29th, 2019....

Phone Number: 6123064555
Email: ri isic
Concerning: Voting System Testing And Certification



State of South Dakota '406 / 0 2
State Board of Elections SO Sec, 025
Petition for Declaratory Rulings Slary s,
Ale

Pursuant to the provisions of SDCL 1-26-15, I (Rick Weible) of (803 Elk St, Elkton SD 57026),
am (a resident of Brookings County, SD), and do hereby petition the South Dakota State Board
of Elections for its declaratory ruling in regard to the following:

1. The state statute or State Board of Elections rule or order or form in question is:
Start of State Statute
12-17B-2. Requirements for automatic tabulating, electronic ballot marking, and
election voting equipment systems--Approval of changes or modifications.
Any automatic tabulating or electronic ballot marking system used in an election shall enable the
voter to cast a vote for all offices and on all measures on which the voter is entitled to vote. No
automatic tabulating, electronic ballot marking, or election voting equipment system may be
connected to the internet. No ballot marking device may save or tabulate votes marked on any
system. Each system shall fulfill the requirements for election assistance commission standards
certification and be approved by the State Board of Elections prior to distribution and use in this
state. No system may be approved unless the system fulfills the requirements as established by
the State Board of Elections. Any changes or modifications to an approved system shall be
approved by the State Board of Elections prior to distribution and use.

End of State Statute

Start of State Board of Elections Rule

5:02:09:02. Approval of automatic tabulating systems required before distribution. Prior
to distribution in South Dakota, a company or corporation dealing in automatic tabulating or electronic
ballot marking systems shall give written notice to the state board of elections and demonstrate that its
system complies with SDCL 12-17B-2 and § 5:02:09:02.01 or 5:02:09:02.03 and is certified as fulfilling the
requirements of the Election Assistance Commission 2015 voting system standards by an independent
test authority accredited by the Election Assistance Commission. If the State Board of Elections approves
the system, it shall issue a certificate of approval.

Any changes or modifications in an approved automatic tabulating or electronic ballot marking
system may be certified by the State Board of Elections with or without the demonstration described in
this section for initial approval. The modification for the already approved system must have been
certified as fulfilling the requirements of the Election Assistance Commission voting system 2015
standards by an independent test authority accredited by the Election Assistance Commission or been
certified to meet the national standard by another state. Any change or modification determined to be de
minimis by the independent test authority does not need state board of elections certification.

End of State Board of Elections Rule
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2. The facts and circumstances which give rise to the issue to be answered lﬂ(jgme/ boar(;s/‘i 0
declaratory ruling are: "S‘D% 4 2025 |

Under the Help America Vote Act of 2002, it is clear that voting systems under section ‘%'107',9@
(b)(1) (D) are able “to maintain and produce any audit trail information;” and the requirement ise
further developed under the Voluntary Voting Systems Guidelines 1.0, Chapter 7 section 8 (7.8
Independent Verification System). This audit trail information, considered records under 52

USC 20701, must be preserved and maintained after any Federal Election for 22 months.

ES&S has supplied, programmed and maintained all of the DS200, DS450 and DS850 tabulators
used in the state of South Dakota in the 2024 Primary and General Elections.

a. ES&S EVS 6.1.1.0 is the most recently certified system that the State Board of
Elections approved for use in the state of South Dakota, approved in August of 2021,
and it was the standard used in the South Dakota 2024 Primary and General
Elections.
https://boardsandcommissions.sd.gov/bcuploads/ES&S%20EVS6110%20Certificate
%20and%20Scope%200f%20Conformance%2007-27-2020.pdf.pdf

b. The ES&S EVS 6.1.1.0 EAC Certificate of Conformance clearly shows that the
DS200, DS450, and DS850 (page 2) produce cast vote records.

DS200° is a polling place paper-based voting system, specifically a digital scanner and tabulator
that simultaneously scans the front and back of a paper ballot and/or vote summary card in any
of four orientations for conversion of voter selection marks to electronic cast vote records
(CVR).

DS450°® is a central scanner and tabulator that simultaneously scans the front and back of a
paper ballot and/or vote summary card in any of four orientations for conversion of voter
selection marks to electronic CVRs.

DS850° is a central scanner and tabulator that simultaneously scans the front and back of a
paper ballot and/or vote summary card in any of four orientations for conversion of voter
selection marks to electronic CVRs.

https://www.eac.gov/sites/default/files/voting system/files/ES%26S%20EVS6110%?2
OCertiﬁcate%20and%20Scone%200f%2OConformance%2007-27-2020.pdf.pdf

c. The default settings for the ballot handling after a ballot is cast is to save all images.
The default settings was tested and certified by the EAC and then certified by the
South Dakota State Board of Elections. There was no testing with the settings off to
determine if the system would remain certifiable.

d. During a meeting held on June 16™, 2023 with a delegation from the South Dakota
Secretary of State’s Office, Mr. Tucker Omel, Senior Sales Engineer with ES&S,
stated “The setting, the default setting is to capture images. We have to go through
extra effort to turn it off...” (page 60)
https://www.sdcanvassing.com/_files/ugd/944eb0_9daad6d7ac76443fb04£2586523b5

a96.pdf
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In an April 29" , 2024 email from Jared Schwab, Representative of S&g é}

Minnehaha County Auditor, Leah Anderson, Mr. Schwab confirme QGM Pé’
Anderson that the State had directed ES&S to program all media in the ﬁﬁ@wﬂh 0
setting to not save the ballot images. a’}o "

From: Schwab, Jared <jared.schwab@essvote.com> ‘S)Q/s

Sent: Monday, April 29, 2024 12:42 PM
To: Anderson, Leah <landerson@minnehahacounty.gov>
Subject: Re: Ballot Images Email

Hey Leah,

Yeah | don’t recall us ever sending out communication on that specifically outside of that best practice document. We did get
; confirmation from the state that they’re having us program everyone’s media with that setting set to not save any ballot images.

Thanks,
l Jared

Get Qutlook for i0S

Here is a copy of a manual from ES&S showing the default settings when they
program the flash drives for the DS200’s to use in elections.

2.3.3 DS200 Settings ‘;:

Use DS200 Settings to set up poll place options, configure ballot images and
handling, and select report options for the DS200 tabulator. From the Manage
menu, select DS200 Settings.

Sats x| Ds200 Setwgs |
Eloction day Absontoo/Earty

05200 Setngs
Poll Piace Cptiens.

anaumomaomwum

Condtions Peper womm Express\ote Card Handiing Options
Undervoted Ealkt Query Voter Preference  « © Aways Accept ExpressVole Caids
Biank Baot ) Query Voter Preference - Aways Folow Paper Baliot Options
Cross Over Yoted Baliot | Query Voter Preference =

Ovenrvoted Baliot ' Query Voter Preference =

Unreadabe Narks on Balio! Alvays Resect e

[V Amow Dispiay of Affected Contests

| Aow Ballot Handiing Options Override
Ballot Handing Opfions After Baliot Is Cast

Images to Save [T Dwerter nstaled (] identify Wrie.ins [ Evaiuate Unmarked Write-ins
Ampon; ¥ [ identty Bank Baliots [ identify Wrte-in Overvotes

Note: Eaficts checked for identficason will be stamped and diverted, when “Dverer instalied” it checked

Note: Ealicta chocked for identificaion wil bo atanped, but NOT diveried, whon "Diverter Instaled” is unchocked.

Reporting Options:

Level Format Zaro Report Quanity FRooult Report Quantity Candidate Print Qrder
Precinct - Pube v £ = [ vl Heme Rotation Order -
I CountOvervotes as 1 imuti vote for) " | Combire Overs and Unders as Biank 7] inclide Machine Event Log

[V Automatcairy Pt Basct Status Accoanting Report
[ Include Write-in Review Report




g. On page 2 of all ES&S administration manuals it is clear that ES&S unde&stané!/@hg [,/ € 0
requirements by placing this notice in the manual: 0 Sa 2 2025
“United States Election Assistance Commission Notification for crela,.
A d Voting Systems Yo
PREIYEE VORRE RYse ; ' .. Sfa;
In accordance with the United States Election Assistance Commission (EAC) e
Testing and Certification Program Manual, Version 2.0, ES&S hereby notifies
the purchaser that any changes or modifications to an EAC approved voting
system which have not been tested and certified by the EAC will void the
EAC certification for such EAC approved voting system.”
Example - https://votingsystems.cdn.sos.ca.gov/vendors/ess/evs6302/evs6302-
use-proc.pdf
h. ES&S programed all the DS200s, DS450s, and DS850s for use in South Dakota’s
Elections in 2020, 2022, and in 2024.
i. There are no meeting minutes since August of 2021 by the South Dakota State Board
of Elections indicating an application by ES&S seeking approval of any changes or
modifications to any prior approved voting system seeking to change any part of the
configuration of the voting systems.
j. Both the Secretary of State and ES&S failed to abide by the state laws and rules,
which clearly require approval of a change or modification to an already approved
configuration by the South Dakota State Board of Elections prior to distribution and
use in South Dakota.
3. The precise issue to be answered by the board's declaratory ruling is:

a. Did ES&S obtain a determination before making, specifically in regard to the
following: “Each system shall fulfill the requirements for election assistance
commission standards certification and be approved by the State Board of
Elections prior to distribution and use in this state. No system may be approved
unless the system fulfills the requirements as established by the State Board of
Elections. Any changes or modifications to an approved system shall be
approved by the State Board of Elections prior to distribution and use.”?

b.  If so, when did the state receive that determination from ES&S?

c. Isthe Secretary of State of South Dakota authorized to change or modify a
voting system including directing ES&S to turn off the save ballot images,
without the approval of the State Board of Elections?

Dated at (__Elkton, SD ), this 8" day of August . 2025
iyl
Rick Weible

803 Elk St., Elkton, SD 57026
Signature of petitioner
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