State Board of Internal Control

Meeting Minutes

Location: Room 414, State Capitol Building (4th floor), soo E. Capitol Ave.,

Pierre, SD
Date: 3/31/2022
Time: 11:00 AM

Agendaitems

1.  Roll Call of Board Members
A. KeithSengercalledthe meetingtoorderat11:01AM
B. AllysenKerrcalledthe roll
Members present:
i
ii.
iii.
iv.
V.
Vi.
vii.

Kellie Beck—DOT (Not Present, Excused)

Keith Senger—BFM

HeatherForney—BOR

Aaron Olson-UJS

Brenda Tidball-Zeltinger—DSS

ChrisPetersen—GFP

Rich Sattgast — State Auditor (Not Present, Excused)
1. Quorumispresent

2.  Approval of Agenda
A. Motionto approve agenda

IT WASMOVED by Olson, seconded by Petersen
The motion carried with avoice vote.

3.  Approval of Minutes
A. Motionto approve minutesfromDecember 20, 2021.

IT WASMOVED by Petersen, secondedby Forney
The motion carried with avoice vote.

4. RecurringDiscussion Items
A. Sub-recipient Audit Notificationsfrom DLA (SDCL 1-56-9)

None to report.

B. GOACUpdate

None to report.

5. Internal Control Quarterly Report
A. Statewide

As a state we have identified 1,530risksto date. After
addingthe Department of Military, we are still trending
approximately 60% of those risks beingin the
operational category which are those risks tied to the
executionday-to-day activities.



B. Agency

Additionally, roughly 16% of those identified risks bei
high orcritical to the state. Agencies are asked to
documentandimplement controls for those high and
critical risks ata minimum, and to date 393 controls have
beenidentified.

We had 14 control issuesidentified in this reporting
period

1. 130f those were relatedtoahighriskand 1to a
critical risk. 12 have been remediated and closed
and the remaining 2 have documented
remediation plansin progress thatshould be
wrapped upinthe nextquarter.

Department of Game, Fishand Parks

1. Petersen:ls2yearsintothe internal control
process. Last quartertheytooka step backin
how well they are doing on-time reviewand
testing. Some challenges GFP have runinto are
first, moving theirin-house huntingandfishing
license systemto outside vendor. This move took
more hands-ondeckleavingless peopletowork
ontheirquarterly assessments. GFP iscurrently a
few monthsinto new systemrollout. Second
challenge mentioned for GFP was turnover with
staffin doingreviews.

2. Tidball-Zeltingerasked what was done to
enhance controls with roll outto new systems?
Petersenrespondednew systemisforboth
licensesand for camping reservations instead of
using two different systems.

3. Forneyaskedwouldyou saythat the processyou
have gone through has helped with session
planning? Petersen respondedyes. GFP has
foundthat they can do some internal promotions
to help with session planning. Theyruninto
issueswhentheydon’thave adefinedsession
plan.

Department of Military

1. Connie Hohn:overgs% of risksfall into
operation and compliance. Department of
Militaryisarequired servicedelegated by federal
government, so both federal and state
employees are working both side by side. DOM
has a higherthan state average in compliance
risk. Recognized 1internal controlriskand plan
to work side by side with Allysen Kerrin the



coming months. DOMplansto review contro
processyearlyto stay up to date.

2. Petersencommented GFP hasused the control
matrix to help set priorities when allocating
resources. Has DOMsimilarly used the control
matrix to help setpriorities within theiragency?
Hohnresponded DOM hasn‘treally gotteninto
the matrix onthe state side, however, the federal
side does use the control matrix.

6. Framework Project Update

A. Keyprogram updatesforthis periodinclude the finalization of
both School and Public Lands and the Office of the State Auditor
as the g™ and 10" agenciesonboarded.

i. Implementation atSchool & PublicLands wrappedupon
March 15™ with Office of the State Auditor following on
the 16", We broke School & Public Landsinto 3 sections:
finance, land management, and Oil, Gas & GIS, and the
Office of the State Auditoralsointo 3 sections of
Auditing, Accountingand Payroll

ii. Acomplete overhaulof ourtrainingmaterial wasdonein
Decemberthatreally streamlinesthe process and makes
iteven more interactive with the participants. Thesetwo
officeswerethe firstto utilize our newtraining, and it
was well received.

iii. SchoolandPublic Lands wentthrough acommissioner
transition fromRyan Brunnerto Jarrod Johnson during
the implementation which highlights a major risk that all
state agenciesface: successionplanning. Thisprogram
not only helpsdocumentrisksand controls but ensures
that agenciesare wellequipped forfuture organizational
needs. Having welldocumented policies and procedures
will help agenciestake expedientaction duringturnover
as itwill facilitate effective knowledgetransferandaidin
responsibility reassignment.

iv. Thesetwoagencieswillshare theirresults atthe next
meetinginJune.

B. Inadditionto planningforfuture implementations, a contract
extension forINRY or Integrhythm, who provides the
developmentand programming support for ServiceNow was
completed. We are alsointhe process of getting the PwC
consulting contractextended as well as that expiresinJune.

C. The Departmentof Public Safety hasbeen selected asthe 11
agencytoimplementthe IC framework and work already started
this month.



D. Allysenwill prepare and presentthe FY 2023 Work Plan atthe
June meetingaswell.

7. OtherDiscussion Items (Ally’s Notes)
A. CurrentUpdates of Board Approved Documents

i. Uniform Sub-Recipient Grant Agreement Template
1. Changeinidentificationnumberdueto change
from Federal government (DUNS to UEI). Not a
substantial change.

B. Keith Sengermentioned how Allysen Kerrtookthe Statewide
Internal Control Officer positionin early 2020and has been doing
a greatjob movingthe long-termplan forward and
implementing inthe agencies.Sengeralsoremarked that he has
heard a lot of good comments fromthe agencies.

8. Agendaltemsfor Next Meeting
A. No discussionitemsforthe next meeting.
9. PublicComment
A. None
10. Adjournatii:24
A. IT WASMOVED by Peterson, seconded by Tidball-Zeltinger




