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State of South Dakota AUG 26 2025
State Board of Elections
Petition for Declaratory Rulings SD Secr etary of State

Pursuant to the provisions of SDCL 1-26-15, I (Rick Weible) of (803 Elk St, Elkton SD 57026),
am (a resident of Brookings County, SD), and do hereby petition the South Dakota State Board
of Elections for its declaratory ruling in regard to the following:

1. The state statute or State Board of Elections rule or order or form in question is:
Start of State Statute---

12-17B-2. Requirements for automatic tabulating, electronic ballot marking, and
election voting equipment systems--Approval of changes or modifications.

Any automatic tabulating or electronic ballot marking system used in an election shall enable the
voter to cast a vote for all offices and on all measures on which the voter is entitled to vote. No
automatic tabulating, electronic ballot marking, or election voting equipment system may be
connected to the internet. No ballot marking device may save or tabulate votes marked on any
system. Each system shall fulfill the requirements for election assistance commission standards
certification and be approved by the State Board of Elections prior to distribution and use in this
state. No system may be approved unless the system fulfills the requirements as established by the
State Board of Elections. Any changes or modifications to an approved system shall be approved
by the State Board of Elections prior to distribution and use.

Source: SL 1994, ch 110, § 6; SL 2005, ch 92, § 3; SL 2018, ch 81, § 2, eff. Feb. 5, 2018.

End of State Statute

2. The facts and circumstances which give rise to the issue to be answered by the board's
declaratory ruling are:
ES&S did not abide by our state statute when they sold Minnehaha County a new Dell laptop
Model E5540 configured with the ES&S Electionware Results software in 2024 (Exhibit A), which
is not listed in the US Election Assistance Commission Certificate of Conformance for the ES&S
EVS 6.1.1.0 as part of its certified system to run the Electionware Results (EMS Standalone
Workstation) software. The change to the new laptop was not approved by the South Dakota State
Board of Elections.
a. The certificate clearly shows what approved hardware is allowed and certified to run
with the voting system, the only laptop certified is the Dell Latitude 5580, and the
three desktops are the OptiPlex 5040, 5050, and the 7020:

COTS Hardware
Manufacturer Hardware Model/Version
Dell EMS Server PowerEdge T430, T630
Delt EMS Client or Standalone Latitude 5580, OptiPiex 5040, 5050, 7020
Waorkstation
Dell Trusted Platform Module M48YR
{TPM) Chip 1.2 and 2.0
(optional)
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OCertificate%20and%20Scope%2001%20Conformance%2007-27-2020.pdf.pdf




b. ES&S EVS 6.1.1.0 is the most recent certified system that the State Board of
Elections approved of for use in the state of South Dakota in August of 2021.
https://boardsandcommissions.sd.gov/bcuploads/ES&S%20EVS6110%20Certificate
%20and%20Scope%200f%20Conformance%2007-27-2020.pdf.pdf

c. ES&S has not submitted any Engineering Change Orders for any new laptops or
desktops for EVS 6.1.1.0, as required by the US Election Assistance Commission
Voluntary Voting System Guidelines 1.0 for any new hardware to be considered as
part of an approved system.

d. On page 2 of all ES&S administration manuals it is clear they understand the
requirements, and have this notice in the manual:

a. “United States Election Assistance Commission Notification for
Approved Voting Systems
In accordance with the United States Election Assistance Commission (EAC)
Testing and Certification Program Manual, Version 2.0, ES&S hereby notifies
the purchaser that any changes or modifications to an EAC approved voting
system which have not been tested and certified by the EAC will void the
EAC certification for such EAC approved voting system.”

e. Thave asked the US Election Assistance Commission about the laptop, and they have
confirmed that an Engineering Change Order is common for hardware upgrades and
is the most frequently used reasons for submissions. (Exhibit B)

f. There are no meeting minutes since Aug 2021 by the South Dakota State Board of
Elections indicating an application by ES&S seeking approval of any changes or
modifications to any prior approved voting system.

g. ES&S failed to abide by our state law, which clearly requires approval of a change or
modification of an already approved configuration by the South Dakota State Board
of Elections, before a new a new laptop model is used prior to distribution and use in
South Dakota.

h. The requirement and process is further expanded in the second paragraph of rule
5:02:09:02. Approval of automatic tabulating systems required before distribution.
Where it states; "Any changes or modifications in an approved automatic tabulating or
electronic ballot marking system may be certified by the State Board of Elections with or
without the demonstration described in this section for initial approval. The modification for
the already approved system must have been certified as fulfilling the requirements of the
Election Assistance Commission voting system 2015 standards by an independent test
authority accredited by the Election Assistance Commission or been certified to meet the
national standard by another state. Any change or modification determined to be de
minimis by the independent test authority does not need state board of elections
certification.”

3. Did Minnehaha County comply with SDCL 12-17B-2 by using the Dell Latitude E5540
laptop in state and federal elections in the 2024 Elections, specifically in regard to the following:
“Each system shall fulfill the requirements for election assistance commission standards
certification and be approved by the State Board of Elections prior to distribution and use in this
state. No system may be approved unless the system fulfills the requirements as established by
the State Board of Elections. Any changes or modifications to an approved system shall be
approved by the State Board of Elections prior to distribution and use.”?



Dated at (__Elkton. SD ), this 18® day of August . 2025

Rick Weible

803 Elk St.

Elkton, SD 57026
Signature of petitioner

SWORN TO BEFORE ME




Exhibit A

11208 John Gait Bid
Omans, NE 88137

EVS 6.1.1.0 Reporting Standard Standalone

System Purchase Order
Fabruncy 08, 2024

Minnehaha County, South Dakota

415 N Doty Ave
Soun Fals, SD 57104

Cruanbity Part o Deucription Price Ext Pice
EMS WORKSTATION
1 96141 DELLLATITUDE 5540 EMS LAPTOP $2.07400 $2,074 00

o Dell Latitude E5540

+ 1 2th Generation inte® Core™ 1513454 {10 Cors, 12148
cache)

¢ TFM Eratied

Dkl Powar Marager

Dell Data Protachon Secwrity Toaols Digital DefuaryN
Died Backup and Recovery Bakc

Deldl Date Protecton | Protected Workspase

Deast Dagptal Delivery Clrrus Chant

o Dal Clwnit Systemn Updabe (Updates isies! Del
Recommanoed BIOS, Orvers, Firmware and Apps), Optipiox
* Waves St Audio Royaity :

* 15 8 FHD (1%20x1080) Non-Touch Arti-Glate LCD with
Carnera and Mic

1608 (2x8G8} DDRA hemory

M 2 51268 PCle Class 35 Solig Staté Dove

Intel W-Fi § AX241 2x2 AXe Blostooth § 1

interral Dust Pointng Keyboard (US-Erglist)

55 Watt AT Adsctor, US Powar Corg

Prmary 3-cell SAWHR Battery

Dot Limitad Hardware Warvanty Extenged Year(s)

Det Limitad Hardes's Warsnty

ProSupport 7x24 Technical Suppont, 5 Yess
ProSupport Next Business Day Onsite, § Yewr
ProSupport Next Business Day Onsite, 4 Year Exiended

1 H8C02 DELL EXTERNAL USS SLIM DVD+~RWOPTICAL DRAVE $70.00 $70.00
1 $6008 *SYMANTEC ENOPOINT PROTECTION 142 381.00 $81.00
1 96032 MIGROSOFT WIN10 10T ENT 20198 LTSC VALUE $128.00 $128.00
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2 12005 BITLOCKER KEY 338,00 $72.00

MISCELLAKEOUS COMPONENTS
1 B640C EMS REPORT PRINTER $570.00 $57000
« BROTHER HL-L8400 B4V DUPLEX LASER PRINTER
1 98018 LD & USB 2 0 A-B CABLE, T IVOTR RTAL & USB CABLE $8.00 $8.00
SERVICES
1 $10210 STANDALONE EMS INSTALL $1.54000 $1.5000

+ Stagng of EIAS weekstatons at ESAS Technicn! Servicss isb
© inguoss the nstaliaton, configurstion, snd leating of EMS
wonation
+ Equipment is shippad to customer estion
0 Physice! instaliabon of workstation snd reistes hvdasrs
{Prinder. UPS. #ic ) performed by customes.
* EMS instaiisaon summary JOCumeniation pravidad in
custores upon completion of installation,

1 FREIGHT | SHIPPING & HANDLING - EMS EQUIPMENT $19500 $186.00

| Order Totm $4,718.00

Invoicing and Payment Temss:
100% of Order Toim Due Thirty (30) Calendar Deys $%ter the later of (8} Equipment Dokvary, of [b) Reompt of correegonding ESAS
Invonce

Note 1: Priong of purchase order 3 valio for 30 days ue 10 fuctusting pricing in Srd party hardware s software Agreemenis
il nged 10 e updabed if not axecubad wittin 33 days

Hote 2: in no event shal Custormer's peyment O0ARBLONS NBTBUNGSY, Of the tus Jales for suth cayments. B contingant of
condmonsl upen Customar's receipt of fadaval antior siate dunds,

Note 3: Any sppicable (Cily & State) sies taxes hanve not bee ULIET in BACING 8nd 8w he responibility of the custorne
Note 4. Shippng and Handing is incduded in the Oroer Total

Nots 8: Network Cabling is not isciuded

Customer acknowledges that ESAS is purchaeng the thind party itams set forth harein ("Thirg Party ema™) ke resale 10
Customer, ana thit the propnatary and miellectual property nghts to 1he Thirg Party ltams ore cwned by parties other than ES &S
("Thed Parties”]. Customer furthar scknowledges that excer for the payment 10 ES& S for the Taird Party Rams, 8% of its nghls
and obligatons with respact thareto fow from and to the Thind Parties  £5&S shwi provics Customes vith copies of s
dooumentabon and warranties for the Third Parly Beras which are provided 10 ES 88

_Buh A Ardorn ) 3-4-2024
Dale

Customer Signature

Tile
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Exhibit B

u Quticok

RE: EAC Contact Form Submission

From Paul Aumayr <paumayr@eac.gov>
Date Wed 3/27/2024 10:42 AM
To  Rick Weible rick@rgvisions.com>

Good moming

in response to your questions submitted yesterday:

1. if the laptop is belng used as part of an EAC certified voting system, then yes, the county sholid look to have the vender submit an engineering change order. Adding new models of laptop to an
already certifiet system with an ECC s very commor, and is one of the most frequently used reasens for ECO submission
2. The ECO pracess can be used to update antivirus definltion fiies and olher security updates to voting systems. This vas the subjsct of a Notification of Clarification (NOC) issuad In 2018. which
govingc-13-01

can be found on our website: "

Sincerely,

Pau) Aumayr | Sr. Election Technalogy Specialist
Election Assistanice Commission
8323 Street NW, Suile 200 Washington, DC 20001

¥ eac goy
{ PAUmanTBREAC gov

From: U.S. Election Assistance Commission <po-reply@eac goy>
Sent: Tuesday, March 26, 2024 10:35 AM
Subject: EAC Contact Form Submission

Caution: This email is from an external source. Please take care when clicking links or opsning
security team to review,

Submitted on Tuesday, March 26. 2024
Submitted by: Anonymous

Submitted values are:

First Name: Rick

Last Name: Weible

Address:

Eikton, South Dakota. 57026

Message:
t have a few questions regarding Engineering Change Orders:

if the

looks st please use the Phish Alert Report button for the

1) It a modet of 3 laptop being used for election resulls is not the same manufacturer or model fisted in the certificate, shauid the county ask the vendor to submit an engineering change order to be in compliance?
2} With the VWSG 1.0 7.4.2 Protection Against Malicicus Software, where it specifically states "Voting systems shalt deploy protection against the many forms of threats to which they may be exposed such as file and
mawrs viruses, worms, Trojan horses, and logic bombs, Vendors shall develop and document the procedures to be tollowed to ensure that such protection is maintained in a current status.” Should countiee/states

ask for Engineeting Change Orders fo be able to update the Antivirus definition files of the system before an election, to ensure the security of their systems? | sea that many jurisdictions are using ES&S 6.1.1,0, and

the antivirus of the laptop and desktops are shick at March 29th, 2019....

Phore Number: £123064555
Email: [ isi
Conceming: Voting System Testing And Certification



RECEIVE]D

State of South Dakota
State Board of Elections AUG 26 2025
Petition for Declaratory Rulings SD Secretary of State

Pursuant to the provisions of SDCL 1-26-15, I (Rick Weible) of (803 Elk St, Elkton SD 57026),
am (a resident of Brookings County, SD), and do hereby petition the South Dakota State Board
of Elections for its declaratory ruling in regard to the following:

1. The state statute or State Board of Elections rule or order or form in question is:
Start of State Statute

12-17B-2. Requirements for automatic tabulating, electronic ballot marking, and
election voting equipment systems--Approval of changes or modifications.

Any automatic tabulating or electronic ballot marking system used in an election shall enable the
voter to cast a vote for all offices and on all measures on which the voter is entitled to vote. No
automatic tabulating, electronic ballot marking, or election voting equipment system may be
connected to the internet. No ballot marking device may save or tabulate votes marked on any
system. Each system shall fulfill the requirements for election assistance commission standards
certification and be approved by the State Board of Elections prior to distribution and use in this
state. No system may be approved unless the system fulfills the requirements as established by the
State Board of Elections. Any changes or modifications to an approved system shall be approved
by the State Board of Elections prior to distribution and use.

Source: SL 1994, c¢h 110, § 6; SL 2005, ch 92, § 3; SL 2018, ch 81, § 2, eff. Feb. 5,2018.

—_—- End of State Statute

2. The facts and circumstances which give rise to the issue to be answered by the board's
declaratory ruling are:
ES&S did not abide by our state statute when they sold Minnehaha County a new Dell laptop
Model E5540 configured with the ES&S Electionware Results software in 2024 (Exhibit A), which
is not listed in the US Election Assistance Commission Certificate of Conformance for the ES&S
EVS 6.1.1.0 as part of its certified system to run the Electionware Results (EMS Standalone
Workstation) software. The change to the new laptop was not approved by the South Dakota State
Board of Elections.
a. The certificate clearly shows what approved hardware is allowed and certified to run
with the voting system, the only laptop certified is the Dell Latitude 5580, and the
three desktops are the OptiPlex 5040, 5050, and the 7020:

Manufacturer Hardware Model/Version
Delt EMS Server PowerEdge T430, T630
Dell EMS Client or Standalone Latitude 5580, OptiPlex 5040, 5050, 7020
Workstation

Delt | Trusted Platform Module MA48YR
(TPM) Chip 1.2 and 2.0
l {optional)
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https://www.eac.gov/sites/default/files/voting _svstem/files/ES%26S%20EVS6110%2
OCertificate%620and%20Scope%200f%20Conformance%2007-27-2020.pdf.pdf




b. ES&S EVS 6.1.1.0 is the most recent certified system that the State Board of
Elections approved of for use in the state of South Dakota in August of 2021.
https://boardsandcommissions.sd.gov/bcuploads/ES&S%20EVS6110%20Certificate
%20and%20Scope%200f%20Conformance%2007-27-2020.pdf.pdf

c. ES&S has not submitted any Engineering Change Orders for any new laptops or
desktops for EVS 6.1.1.0, as required by the US Election Assistance Commission
Voluntary Voting System Guidelines 1.0 for any new hardware to be considered as
part of an approved system.

d. On page 2 of all ES&S administration manuals it is clear they understand the
requirements, and have this notice in the manual:

a. “United States Election Assistance Commission Notification for
Approved Voting Systems
In accordance with the United States Election Assistance Commission (EAC)
Testing and Certification Program Manual, Version 2.0, ES&S hereby notifies
the purchaser that any changes or modifications to an EAC approved voting
system which have not been tested and certified by the EAC will void the
EAC certification for such EAC approved voting system.”

e. I have asked the US Election Assistance Commission about the laptop, and they have
confirmed that an Engineering Change Order is common for hardware upgrades and
is the most frequently used reasons for submissions. (Exhibit B)

f. There are no meeting minutes since Aug 2021 by the South Dakota State Board of
Elections indicating an application by ES&S seeking approval of any changes or
modifications to any prior approved voting system.

g. ES&S failed to abide by our state law, which clearly requires approval of a change or
modification of an already approved configuration by the South Dakota State Board
of Elections, before a new a new laptop model is used prior to distribution and use in
South Dakota.

h. The requirement and process is further expanded in the second paragraph of rule
5:02:09:02. Approval of automatic tabulating systems required before distribution.
Where it states; ”"Any changes or modifications in an approved automatic tabulating or
electronic ballot marking system may be certified by the State Board of Elections with or
without the demonstration described in this section for initial approval. The modification for
the already approved system must have been certified as fulfilling the requirements of the
Election Assistance Commission voting system 2015 standards by an independent test
authority accredited by the Election Assistance Commission or been certified to meet the
national standard by another state. Any change or modification determined to be de
minimis by the independent test authority does not need state board of elections
certification.”

3. The precise issue to be answered by the board's declaratory ruling is: Is the Dell E5540
laptop in Minnehaha, that was purchased from ES&S in 2024 with HAVA funds, considered part
of the equipment certified for use by the US Election Assistance Commission 6.1.1.0 Certificate
of Conformance dated July 27", 2020 and certified by the South Dakota State Board of Elections
per the state board of Election meeting minutes dated August 23, 20217



Dated at (___Elkton. SD ), this 18"  day of August . 2025

Rick Weible

803 Elk St.

Elkton, SD 57026
Signature of petitioner

SWORN TO BEFORE ME




Election Systems & Software, LLC
11208 John Galt Revd
Omaha, NE 88137

EVS 6.1.1.0 Reporting Standard Standalone

System Purchase Order
Fabruary 05, 2024

Minnehaha County, South Dakota

415 N Dakots Ave
Soux Eals, SO S7104

Quantzty Part & Description Price

Ext Price

E8S WORKSTATION

1 86141 DELLLATITUDE 5540 EMS LAPTOP $2.074 00

$2,074 .00

»  Dell Lalitude ES640

¢ 12th Generation Intsi® Core ™ 1513450 {10 Cora, 1248
cache)

TPM Eratiad

Dell Powar Maragper

Dell Dats Protection Security Tools Digitad Defivery/NB
Dol Backup and Recovery Badic

Dad Dats Protaction | Protected Works pace

D4 Drppal Dedrvery Citrus Chant

Deit Chont Sysiem Update {Uddetes latest Dad
Recemmensed BIOS, Drivers, Firmware and Apps), Cptipax
+ Viaves Maxx Audio Reyaity

¢ 158 FHD {1520x1080) Non-Touch ArtiGlare LCD wth
Camera and Wic

s 18068 (2x8G8) DDR4 Memory

s K 2 51208 PCle Clsss 35 Soiid Stake Drive
o intsl WLFIBAXZT1 2x2 AX+ Bluslooth 8 1

+ Internal Duss Pointng Keyboaed (US-Englist)
¢ 65 Watt AC Adaptor, US Power Ceet

¢ Primary 3-coll S4VWHR Batiery
&

L

L 2

*

*

¢ & & & ¢ & ®

Dot Lmited Hardvwera Warraaty Exienced Year(s)

Dot Linitiod Hardwise Warrsnty

ProSupport 7x24 Technicsl Support, & Years
ProSupport Next Busiiess Day Oreite, § Yeur
ProSupgport Naxt Businees Day Ontite, 4 Yes: Exiended

1 $6002 DELL EXTERNAL US8 SLIM DVD+-RWOPTICAL DRIVE $70.00

$70.00

1 $6008 “SYMANTEC ENOPOINT PROTECTION 142 $61.00

$61.00

1 980352 MICROSOF Y WAN1O 10T ENT 2018 LTSC VALUE $128.00

$128C0

FOI# £7715¢
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10005 BITLOCKER KEY $35.00 $7200

[

MISCELLANEOUS COMPONENTS
i BB4ACD EMS REPORT PRINTER $570.00 $570 00
- BROTHER HL-UB400 BAN DUPLEX LASER PRINTER
1 e LD & USB 2 0 A-B CABLE, T IVOTR.RTAL 6 USS CABLE $8.00 $8.00
SERVICES
1 §10210 STANDALONE EMS INSTALL $1.54000 $1,54000

« Stagarg of EMS workstations st ESLS Techrical Servicas lab,
© Inguces e Nstaliaton. confguration, and testing of EMS
wOkesaOn
» Equipment is shipped 1o customer lbeston
o Prysicatinstaliztion of worksiation and reistes hardware
{Prrtier, UPS_ aic. ) performad by customay.
« EMS insuailston summary documentaton provided i
customer Lpon LoTelelcn of nstaliston,

SHIPPING AND BANDLING
1 FREIGHT | SHIPPING & HANDLING - EMS EQUIPMENT $195 00 $195.00

Order Tobal $4.710.00

invicing and Payment Ternmns:
100% of Order Totw: Dun Trirty (30) Calendsr Durys sfter tha Later of (a) Exuipmant Delivory, or o) Reoeipt of corressonding ESAS
fnvoce

Note 1: Prang of purchase ordor s valia &ir 30 Gays due 10 Buctusing prising in 3rd party hardware snd software Agraements
will nged 10 be updsted # not gxocuted wite 3 days

Note 2 In no evant ghall Customars payment otiigators hefeunder, of the dub dales for such sayments, £o CONSNGEN oF
conditionsl upon Custemer’s reompt of lederal anavor siate inds.

Note 3: Any applicsabie (Cily & State) saies taes Nave ndt Deen induded in pricing and are the responsibality of the customer
Note &: Shippng snd Handing is included :n the Oroer Total

Nota §: Network Cabling is not inciucded

Customer acknowiedges that ESAS is purchaeng the thied parly ems set forth hivain (*Third Pirty liems”} for resale to
Customae, ang that the prepristary and intellectual propesy nohts to the Thad Party tema sre owned by parties other thsn ES 23S
(*Third Paroes'] Customer hunther acknowiedges that except for the peymaent 10 £58 S for the Third Party ems, af of is rghls
and cbigabions with respact thansto fiow from and i the Thind Parties  ES&S shal provde Customer with copes of 33
documentaton and woerranties for the Thed Party tems which are provides to ES2S

_&mﬂAﬁm) 23-4-2024
Date

Customer Sipnsiure

R {

FDI# 577154 Sae2erl




Exhibit B

‘ Qutlook

RE: EAC Contact Form Submission

From Paul Aumayr «paumays@eac.govs
Date Wed 3/27/2024 10:42 AM
To  Rkk Weible <rick@rgvisions.coms

Good marning

In fo your guesti bemitted yesterday:

1. Wthe taptop Is being Lised as part of an EAC certifiad veting system. then yes. the county should icok to have the vendor submit an englneering change order. Adding new modeis of laptop 1o an
alresdy certified system with an ECO I8 very common, ana 15 one of the most frequentiy used reasons for ECO submissions;

2. Tha ECO procass can be used to update antivirus definttion files ana ofher security updatas to voting systems. This was the subject of a Notification of Clarification (NOC) Issued in 201S. which
can be found on our wetsite: hifps:/fwww.eac, 3

Sinceiely,

Paut Ammayr | Sr. Ekection Technology Specialist
Election Assistance Commission

633 3™ Street NW), Suite 200 | Washington, DG 2000t
Wi S2C.00V

| Phurna@EAC gov

From: U.S. Election [« <5 ROV

Sant: Tuesday, March 26, 2024 10:35 AM
Subject: FAC Contact Farm Submission

Caution: This email is from an external source. Please take care whaen clicking links or opening attach if the looks please use the Phish Alert Report button for the
security team lo raview.

Submitted an Tuesday, March 26. 2624
Submitted by: Anonymous

Submitted values are:

First Name: Rick

Last Name: Welble

Address:

Eixtoni. South Dakota, 57026

Message:

| have 2 few questions regarding Engineering Change Orders:

1) If @ model of a laplep being used for election results is not the same manufacturer or model fisted in the certificate, shouid the county ask the vendor to submit an engineering change order to he in compliance?
2} With the VWSG 1.0 7.4.2 Protection Against Malicisus Software, where it specificatly states "Voting systems shalt deploy protection aguinst the many forms of threats to which they may be exposed such as file and
macro viruses, worms, Trojan harses, and logic bombs. Venduss shall develop: and document the proceduses to be followed to ensure that such protection is maintained in a current status.” Should counties/states
ask for Engineering Change Orders i be able to update the Antivirus definition files of the system: before an election, to ensure the security of their systems? | see that many jurisdictions are using ES&S €.1.1.0, and
the antivirus of the Japtop and deskiops are stuck at March 29th, 2019....

Phone Number: 6123054555
Email: sick@rgvisions.com
Concerning: Voling System Testing And Certification



RECEIVE]

State of South Dakota AUG 26 2025
State Board of Elections
Petition for Declaratory Rulings SD Secretary of State

Pursuant to the provisions of SDCL 1-26-15, I (Rick Weible) of (803 Elk St, Elkton SD 57026),
am (a resident of Brookings County, SD), and do hereby petition the South Dakota State Board
of Elections for its declaratory ruling in regard to the following:

1. The state statute or State Board of Elections rule or order or form in question is:
Start of State Board of Elections Rule

5:02:09:02. Approval of automatic tabulating systems required before distribution. Prior
to distribution in South Dakota, a company or corporation dealing in automatic tabulating or electronic
ballot marking systems shall give written notice to the state board of elections and demonstrate that its
system complies with SDCL 12-17B-2 and § 5:02:09:02.01 or 5:02:09:02.03 and is certified as fulfilling the
requirements of the Election Assistance Commission 2015 voting system standards by an independent
test authority accredited by the Election Assistance Commission. If the State Board of Elections approves
the system, it shall issue a certificate of approval.

Any changes or modifications in an approved automatic tabulating or electronic ballot marking
system may be certified by the State Board of Elections with or without the demonstration described in
this section for initial approval. The modification for the already approved system must have been
certified as fulfilling the requirements of the Election Assistance Commission voting system 2015
standards by an independent test authority accredited by the Election Assistance Commission or been
certified to meet the national standard by another state. Any change or modification determined to be de
minimis by the independent test authority does not need state board of elections certification.

Source: 2 SDR 5, effective July 30, 1975; 6 SDR 25, effective September 24, 1979; 16 SDR 203,
effective May 28, 1990; 21 SDR 77, effective October 24, 1994; 22 SDR 95, effective January 18, 1996; 29
SDR 113, effective January 30, 2003; 32 SDR 109, effective December 26, 2005; 33 SDR 230, effective
July 1, 2007; 35 SDR 306, effective July 1, 2009; 46 SDR 42, effective September 30, 2019; 47 SDR 37,
effective October 6, 2020.

End of State Board of Elections Rule

2. The facts and circumstances which give rise to the issue to be answered by the board's
declaratory ruling are:

Tech Solutions leased Davison County a Dell Latitude laptop Model 5500 configured with the
ES&S Electionware Results software in 2018 (Exhibit A), which is not listed in the US Election
Assistance Commission Certificate of Conformance for the ES&S EVS 5.2.2.0, 6.1.0.0, or 6.1.1.0
as part of its certified system to run the Electionware Results (EMS Standalone Workstation)
software. The change to a different laptop was not approved by the South Dakota State Board of
Elections.

a. TechSolutions is not a registered vendor with the United States Elections Assistance
Commission, and therefore is not authorized to submit an election system or
modification for testing or certification.
https://www.eac.gov/voting-equipment/registered-manufacturers




. The ES&S EVS 5.2.2.0 EAC Certificate of Conformance clearly shows that only the
Dell Latitude model E6410 is certified and approved for use in the ES&S the voting

system.
EMS Standalone Dell Latitude
Workstation E6410

https://www.eac.gov/sites/default/files/voting _system/files/EVS5220-
Cert_Scope%28FINAL %29.pdf

The ES&S EVS 6.1.0.0 EAC Certificate of Conformance clearly shows that only the
Dell Latitude 5580, OptiPlex 5040, 5050, and the 7020 are certified and approved for
use in the ES&S voting system. '

COTS Hardware
Manufacturer Hardware Model/Version
Deli EMS Server PowerEdge T430, T630
Dell EMS Client or Standalone Latitude 5580, OptiPlex 5040, 5050, 7020
Workstation
Dell Trusted Platform Module M48YR
(TPM) Chip 1.2 and 2.0
{optional)

https://www.eac.gov/sites/default/files/voting svstem/files’'EVS6100Cert Scope %2
528FINAL%2529.pdf

. The ES&S EVS 6.1.1.0 EAC Certificate of Conformance clearly shows that the Dell
Latitude 5580, OptiPlex 5040, 5050, and the 7020 are certified and approved for use
in the ES&S voting system.

COTS Hardware
Manufacturer Hardware Model/Version
Dell EMS Server PowerEdge T430, T630
Dell EMS Client or Standalone Latitude 5580, OptiPlex 5040, 5050, 7020
Workstation
Dell Trusted Piatform Module MA48YR
(TPM) Chip 1.2 and 2.0
(optional)

7|Page

https://www.eac.gov/sites/default/files/voting system/files/ES%26S%20EVS6110%2
OCertificate%20and%20Scope%200f%20Conformance%2007-27-2020.pdf. pdf

. ES&S EVS 6.1.1.0 is the most recent certified system that the State Board of
Elections approved of for use in the state of South Dakota in August of 2021.

https://boardsandcommissions.sd.gov/bcuploads/ES&S%20EVS6110%20Certificate
%20and%20Scope%200f%20Conformance%2007-27-2020.pdf.pdf

ES&S has not submitted any Engineering Change Orders for any new laptops or
desktops for EVS 6.1.0.0 or 6.1.1.0, as required by the US Election Assistance
Commission Voluntary Voting System Guidelines 1.0, for any new hardware to be
considered as part of an approved voting system.



g. On page 2 of all ES&S administration manuals it is clear ES&S understands the
requirements, by placing this notice in the manual:

a. “United States Election Assistance Commission Notification for
Approved Voting Systems
In accordance with the United States Election Assistance Commission (EAC)
Testing and Certification Program Manual, Version 2.0, ES&S hereby notifies
the purchaser that any changes or modifications to an EAC approved voting
system which have not been tested and certified by the EAC will void the
EAC certification for such EAC approved voting system.”

h. Ihave asked the U.S. Election Assistance Commission about changes in approved
laptops, and they have confirmed that an Engineering Change Order is common for
hardware upgrades and is the most frequently used reasons for submissions. (Exhibit
B)

i. There are no meeting minutes since August of 2021 by the South Dakota State Board
of Elections indicating an application by ES&S or TechSolutions seeking approval of
any changes or modifications to any prior approved voting system.

j.  Davison County, ES&S and TechSolutions failed to abide by our state laws and rules,
which clearly requires approval of a change or modification to an already approved
configuration by the South Dakota State Board of Elections before a new a new
laptop model is used prior to distribution and use in South Dakota.

3. The precise issue to be answered by the board's declaratory ruling is:

a. Did either ES&S or TechSolutions, comply with the rules which require “a
company or corporation dealing in automatic tabulating or electronic ballot
marking systems...give written notice to the state board of elections and
demonstrate that its system complies with SDCL 12-17B-2 and
§ 5:02:09:02.01 or 5:02:09:02.03 and is certified as fulfilling the requirements
of the Election Assistance Commission 2015 voting system standards by an
independent test authority accredited by the Election Assistance
Commission”, to include a Dell Latitude 5500 laptop?

b. Did Davison County comply with SDCL 12-17B-2 by using the Dell Latitude
5500 laptop in state and federal elections from 2018 to current date,
specifically in regard to the following: “Each system shall fulfill the
requirements for election assistance commission standards certification and be
approved by the State Board of Elections prior to distribution and use in this
state. No system may be approved unless the system fulfills the requirements
as established by the State Board of Elections. Any changes or modifications
to an approved system shall be approved by the State Board of Elections prior
to distribution and use.”?



Dated at (___Elkton. SD

Rick Weible

803 Elk St.

Elkton, SD 57026
Signature of petitioner

SWORN TO BEFORE ME




Exhibit A

@ TechSolutions

To whom it may concern:

In response ta the device inquiry for the laptop that is running your ES&S EMS system for the election |
wanted to get all the specifics in one place.

Tech Solutions ASSETA101
Dell Latitude 5500 Laptop
Service Tag(serial number) 65X80R2

That laptop is part of the Managed Service Agreement and current Statement of Work ir place between
Tech Solutions and Davison County. We don't list each device on that agreement as it changes
throughout the year as devices are replaced, returned or added.

Specifically, that laptop is on our Haa$ {hardwara as a service) plan that the county utilizes far a
majority of the devices. This would fall under the monthly fee on your monthly invoice

iabeled MANAGED WORKSTATION HARDWARE - LAPTOP at $33 per month. That fee covers the use of
the device for as long as the county needs it, with replacement included at end-of-life of the device or
sooner if different needs arise. Also included is any hardware repairs or upgrades needed during the life
of the device, dsmage excluded.

This device was put into service in 2018 and is set for replacement this year to get updated to Windows
11 that is required by end of October.

Additionally, this specific device had to go through some additional steps and costs on the county's end
to have it sent in to be 'hardened’ or secured for it's specific use. That information was conveyed
between myself and Susan Kiepke, the then Auditor. | searched my email but it only goes back a few
years and | was unable to find that. | do personally rerember providing a shipping box and the laptop
for her to send it in. Then ance the hardening process was complete we finished the setup.

Regards,

Jordan Thuringer

Tech Solutions

IT Operations Manager
605-950-TECH({8324)

ﬁ] TechSolutions

Tech Solutions 605-990-8324
1408 N. Main St. Fax: 605-990-4334
Mitchell, SD 57301 www.990tech.com



Exhibit B

a CGutlook

RE: EAC Contact Form Submission

From Paul Aumayr « paumayr@eac.gov>
Date Wed 3/27/2024 10:42 AM
To  Rick Weible «rick@rgvisions.com:

Good morning
in resporise to your questions submitted yesterday:

1. It the laptop Is belng used as part of an EAC ceriified voting system. then yes. the counly shouid lock to have the vendor s.lbmn an engineering change order. Adding new modals of (aptop to an
already certified system with an ECO Is very comman, and is one of the mast fr sed for ECO

Z. The ECO process can be used to update antivirus definition files and other secudty updates to voting systems. This was the subject of a Netification of Carification (NOC) issued in 2019, which
carn ba found on our website: hitps.//www.eac. S

Sincerely,

Paul Aumayr | St. Elecbon Technology Speciakst
Election Assistance Commvssion
6333 Street NW, State 200 | Washington, DC 20001

WWW e3C GOV
| PAURYHBEAC. gov
From: U.S. Election Asslstance Commistion <no-reply@eac.gov>

Sent: Tuesday, March 26, 2024 10:35 AM
Subjact: EAC Contact Form Subsmission

Caution: This emall Is from an external source. Piease take care when clicking finks or apening ts. if the ge looks susp pleass usa the Phish Alert Raport button for the
security taam to review.

Submitted on Tuesday, March 26, 2024
Submitted by: Anonymous

Submitted values are:

First Name: Rick

Last Name: Weible

Address:

Elkton, South Dakota, 57026

Message:

i have a lew questions regarding Engineering Change Orders,

1} 1f a model of a taptop being used for election results is not the same manufactuter of mode! listed in the certificate, should the county ask the vendor to submit an engineering change order to be in compliance?
23 With the VWSG 1.0 7.4.2 Protection Against Malicious Software, where it specifically states “Voting systems shafl deplay protectior: against the many forms of threats to which they may be exposed such as file and
macro viruses, worms, Trejan horses, and logic bombs. Vendors sl evedop and document the procedures to be followed to ensure that such protection is maintained in a current status.” Should counties/states
ask for Engineering Change Qrders to be able te update the Antivirus definition files of the system before an election, to ensure the security of their systems? | see that many jurisdictions are using ES&S 6.1.1.0, and
the antivirus of the laptop arid desktops are stuck at tarch 29th, 2019....

Phone Nurnbel 61 23064555
Emait:
Concerning: Voting System Testing And Certification



RECEIVE]

| A
State of South Dakota U6 26 2025
State Board of Elections SD Secretary of State
Petition for Declaratory Rulings

Pursuant to the provisions of SDCL 1-26-15, I (Rick Weible) of (803 Elk St, Elkton SD 57026),
am (a resident of Brookings County, SD), and do hereby petition the South Dakota State Board
of Elections for its declaratory ruling in regard to the following:

1. The state statutes or State Board of Elections rules or orders or forms in question is:
Start of State Statute
12-17B-2. Requirements for automatic tabulating, electronic ballot marking,
and election voting equipment systems--Approval of changes or modifications.
Any automatic tabulating or electronic ballot marking system used in an election shall
enable the voter to cast a vote for all offices and on all measures on which the voter is
entitled to vote. No automatic tabulating, electronic ballot marking, or election voting
equipment system may be connected to the internet. No ballot marking device may save
or tabulate votes marked on any system. Each system shall fulfill the requirements for
clection assistance commission standards certification and be approved by the State
Board of Elections prior to distribution and use in this state. No system may be approved
unless the system fulfills the requirements as established by the State Board of Elections.
Any changes or modifications to an approved system shall be approved by the State
Board of Elections prior to distribution and use.
Source: SL. 1994, ch 110, § 6; SL. 2005, ch 92, § 3; SL. 2018, ch 81, § 2, eff. Feb. 5,
2018.

End of State Statute

Start of State Board of Elections Rule

5:02:09:02. Approval of automatic tabulating systems required before
distribution. Prior to distribution in South Dakota, a company or corporation dealing in
automatic tabulating or electronic ballot marking systems shall give written notice to the state
board of elections and demonstrate that its system complies with SDCL12-17B-2 and
§ 5:02:09:02.01 or 5:02:09:02.03 and is certified as fulfilling the requirements of the Election
Assistance Commission 2015 voting system standards by an independent test authority
accredited by the Election Assistance Commission. If the State Board of Elections approves the
system, it shall issue a certificate of approval.

Any changes or modifications in an approved automatic tabulating or electronic ballot
marking system may be certified by the State Board of Elections with or without the
demonstration described in this section for initial approval. The modification for the already
approved system must have been certified as fulfilling the requirements of the Election
Assistance Commission voting system 2015 standards by an independent test authority
accredited by the Election Assistance Commission or been certified to meet the national
standard by another state. Any change or modification determined to be de minimis by the
independent test authority does not need state board of elections certification.



Source: 2 SDR 5, effective July 30, 1975; 6 SDR 25, effective September 24, 1979; 16
SDR 203, effective May 28, 1990; 21 SDR 77, effective October 24, 1994; 22 SDR 95, effective
January 18, 1996; 29 SDR 113, effective January 30, 2003; 32 SDR 109, effective December
26, 2005; 33 SDR 230, effective July 1, 2007; 35 SDR 306, effective July 1, 2009; 46 SDR 42,
effective September 30, 2019; 47 SDR 37, effective October 6, 2020.
- End of State Board of Elections Rule -—----------=-===mmemcmmemmm e

2. The facts and circumstances which give rise to the issue to be answered by the board's
declaratory ruling are:

ES&S sold to both Lincoln County, March 18™ 2020 (Exhibit A), and Penington County, March
31% 2020 (Exhibit B) Dell Latitude laptops model 5501 configured with the ES&S Electionware
Results software, which is not listed in the US Election Assistance Commission Certificate of
Conformance for the ES&S EVS 6.1.0.0 or 6.1.1.0 as part of its certified system to run the
Electionware Results (EMS Standalone Workstation) software. The change to a different laptop
was not approved by the South Dakota State Board of Elections.
a. The ES&S EVS 6.1.0.0 system configuration was approved on October 30™, 2019 by
the State Board of Elections for use in the state of South Dakota.

https://boardsandcommissions.sd.gov/beuploads/2019EVS6100Report.pdf

b. The ES&S EVS 6.1.0.0 EAC Certificate of Conformance clearly shows that only the
Dell Latitude 5580, OptiPlex 5040, 5050, and the 7020 are certified and approved for
use in the ES&S voting system.

COTS Hardware
Manufacturer Hardware Model/Version
Deil EMS Server PowerEdge T430, T630
Dell EMS Client or Standalone Latitude 5580, OptiPlex 5040, 5050, 7020
Workstation
Dell Trusted Platform Module M48YR
(TPM) Chip 1.2 and 2.0
(optional)

https://www.eac.gov/sites/default/files/voting _system/files/EVS6100Cert_Scope_ %2
528FINAL%2529.pdf

c. The ES&S EVS 6.1.1.0 EAC Certificate of Conformance clearly shows that the Dell
Latitude 5580, OptiPlex 5040, 5050, and the 7020 are certified and approved for use
in the ES&S voting system.

COTS Hardware
Manufacturer Hardware Model/Version
Dell EMS Server PowerEdge T430, T630
Dell EMS Client or Standalone Latitude 5580, OptiPlex 5040, 5050, 7020
Workstation
Dell Trusted Platform Module M48YR
(TPM) Chip 1.2 and 2.0
{optional)

71



https://www.cac.gov/sites/default/files/voting_system/files/ES%26S%20EVS6110%2
OCertificate%20and%20Scope%200f%20Conformance%2007-27-2020.pdf. pdf

d. ES&S EVS 6.1.1.0 is the most recent certified system that the State Board of
Elections approved of for use in the state of South Dakota in August of 2021.
https://boardsandcommissions.sd.gov/bcuploads/ES&S%20EVS6110%20Certificate
%20and%20Scope%200f%20Conformance%2007-27-2020.pdf.pdf

e. ES&S has not submitted any Enginecring Change Orders for any new laptops or
desktops for EVS 6.1.0.0 or 6.1.1.0, as required by the US Election Assistance
Commission Voluntary Voting System Guidelines 1.0, for any new hardware to be
considered as part of an approved voting system.

f. On page 2 of all ES&S administration manuals it is clear ES&S understands the
requirements, by placing this notice in the manual:

a. “United States Election Assistance Commission Notification for
Approved Voting Systems
In accordance with the United States Election Assistance Commission (EAC)
Testing and Certification Program Manual, Version 2.0, ES&S hereby notifies
the purchaser that any changes or modifications to an EAC approved voting
system which have not been tested and certified by the EAC will void the
EAC certification for such EAC approved voting system.”

g. Ihave asked the U.S. Election Assistance Commission about changes in approved
laptops, and they have confirmed that an Engineering Change Order is common for
hardware upgrades and is the most frequently used reasons for submissions. (Exhibit
©

h. There are no meeting minutes since October of 2019 by the South Dakota State Board
of Elections indicating an application by ES&S seeking approval of any changes or
modifications to any prior approved voting system seeking to add new models of
laptops.

i. Lincoln and Pennington Counties and ES&S and failed to abide by our state laws and
rules, which clearly requires approval of a change or modification to an already
approved configuration by the South Dakota State Board of Elections before a new a
new laptop model is used prior to distribution and use in South Dakota.

3. The precise issue to be answered by the board's declaratory ruling is:

a. Did ES&S comply with the rules which require “a company or corporation
dealing in automatic tabulating or electronic ballot marking systems...give
written notice to the state board of elections and demonstrate that its system
complies with SDCL 12-17B-2 and § 5:02:09:02.01 or 5:02:09:02.03 and is
certified as fulfilling the requirements of the Election Assistance Commission
2015 voting system standards by an independent test authority accredited by
the Election Assistance Commission”, to include a Dell Latitude 5501 laptop?



b. Did Lincoln County comply with SDCL 12-17B-2 by using the Dell Latitude
5501 laptop in state and federal elections from 2020 to current date,
specifically in regard to the following: “Each system shall fulfill the
requirements for election assistance commission standards certification and be
approved by the State Board of Elections prior to distribution and use in this
state. No system may be approved unless the system fulfills the requirements
as established by the State Board of Elections. Any changes or modifications
to an approved system shall be approved by the State Board of Elections prior
to distribution and use.”?

¢. Did Pennington County comply with SDCL 12-17B-2 by using the Dell
Latitude 5501 laptop in state and federal elections from 2020 to current date,
specifically in regard to the following: “Each system shall fulfill the
requirements for election assistance commission standards certification and be
approved by the State Board of Elections prior to distribution and use in this
state. No system may be approved unless the system fulfills the requirements
as established by the State Board of Elections. Any changes or modifications
to an approved system shall be approved by the State Board of Elections prior
to distribution and use.”?

Dated at (__Elkton, SD ), this 18"  day of August . 2025
—a)
Rick Weible
803 Elk St.

Elkton, SD 57026
Signature of petitioner

SWORN TO BEFORE ME




Exhibit A

Election Systems & Software, LLC
Y1208 Jomn Gan 8
Omanz NEag137

EVS 6.1.0.0 Reporting Standard - Standalone EMS
System Purchase Order

taren 182020
Lincoln County, Scuth Dakota
104 N Main Ste 110
Camon 8D 5703
Lty Ors. Lescrption Price Exy, Price
EMS WORKSTATION
! DELL LATITUDE 35801 (LAPTUP) 3128000 $:.287.00

- Delt Lazaude 5501 XCYD

; 0 Generation Intet Core 15-8400H Processor (4 Corg, 8MB Cache 28
Gz 4 JGHz Tudo. 38W Py

. TAM Enabies

g nte!l UHD Graphees 830 with Thundecsol 3 for Intsl Bth GenGore (554001
- Intei vPro Technolagy Enatied

. 3GB 1x8GB. DDR4 NonE0C

d 2.5" 50008 7200 RPM SATA Hard Onve

3 15 §° KO Anti-Glace Nondouch RGE Camarg 4 Mc WLAN Capabie

Provacy Shutter
i US Engiish Keyboard Bacxat with 10 Key Nument Keypsd Dual Pontng
g Ho Mouse

3 el Dual Band 'Wirsioss AT 9560 (302 11a¢) 252 » Biuetooh 50
- No Mobde Broagbany Cars

b 4 Coit B8Whe ExpressCharge Capabie Ballery

1 U AL Power Adppier - 3o T dever Bacre

] OP Paimrest « FiPS Conlacted Smart Card Grey, TBT

3 Q5 AWndows Magia Not irciutes

US Powdt Cord

o Ramovable COOYD Orove

- o Camyng Case

- ENERGY STAR Qusifaz

- %% Docking Stetion

- niei Corg 5 Labed for vprs

1 Dell Lirnited Meroware wWarranty Exendad Yasrie:
4 Dol Lenied Hardwere ‘Warranty

- ProSuppert 7x24 Tedhnicsl Support 5 Years

- ProSupport MNext Busness Cay Onsde 3 Year

5 PraSupgort Next Busmass Oay Onsis 4 Year Extended

Pags 12
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Exhibit C

u Outlook

RE: EAC Contact Form Submission

from Paul Aumayr <paumayr@eac.gov>
Date Wed 3/27/2024 10:42 AM
To  Rick Weible <rick@rgvisions.com>

Good marning
in response to your guestions submitted yesterday:

1. If the laptop is being used as parl of an EAC cerlified voting system. then yes. the county should look to have the vendor submlt an engineering change order. Adding new models of laptop to an
already certified system with an ECC Is very commen, and is one of the most frequently used for ECO
2. Tha ECC process can be used to updata antivirus definition fiies and other ity updates to voting systems. This was the subject of a Netification of Clarification {NOC}) issued in 2018, which

can be found on our website:

Sincerely,

Paul Aumayr | Sr. Election Technology Specialist
Election Assistance Commission
63339 Sireet NW, Suite 200 | Washington, DC 20001

WWW.CICGOV
1 BAumayo@EAC gov
From: U.5. Election Assistance Commission <po-reply@esc.gov>

Sent: Tuesday, March 26, 2024 10:35 AM
Subject: EAC Contact Form Submission

Caution: This email is from an external source. Please lake caras when clicking links or opening ts. it the r ge locks i please use the Phish Alert Report button for the
security team to review,

Submitted on Tuesday, March 26, 2024
Sutmitted by: Ancnymous

Submitted values are:

First Narne: Rick

Last Name: Weible

Address:

Elktor, South Dakota. 57026

Message:

I have a tew questions regarding Engineering Change Orders:

1) If @ modet of 2 laptop being used for efection results is not the same manufacturer or mode! listed in the centificate, shouid the county ask the vendor lo submit an engineering change order to be in compliance?
2) With the VVSG 1.8 7.4.2 Protection Against Malicious Software, where it specifically states “Voting systems shall deploy protection against the many forms of threats to which they may be exposed such as fite and
macro viruses, warms, Trojan horses, and togic bombs, Vendors shall develop and document the procedures to be followed to ensure that such protection is maintained in a current status.® Should counties/states
ask for Engineering Change Orders to be able to update the Antivirus definition files of the system before an election, to ensure the security of their systems? | see that many jurisdictions are using ES&S 6.1.1.0, and
the antivirus of the laptop and desktops are stuck at March 29th, 2019....

Phone Number. 6123064555
Email: rick@rgyisions.com
Concerning: Voting System Testing And Certification



RECEIVED

State of South Dakota AUG 26 2025
State Board of Elections SD Secretary of State
Petition for Declaratory Rulings

Pursuant to the provisions of SDCL 1-26-15, I (Rick Weible) of (803 Elk St, Elkton SD 57026),
am (a resident of Brookings County, SD), and do hereby petition the South Dakota State Board
of Elections for its declaratory ruling in regard to the following:

1. The state statute or State Board of Elections rule or order or form in question is:
Start of State Statute
12-17B-2. Requirements for automatic tabulating, electronic ballot marking, and
election voting equipment systems--Approval of changes or modifications.
Any automatic tabulating or electronic ballot marking system used in an election shall enable the
voter to cast a vote for all offices and on all measures on which the voter is entitled to vote. No
automatic tabulating, electronic ballot marking, or election voting equipment system may be
connected to the internet. No ballot marking device may save or tabulate votes marked on any
system. Each system shall fulfill the requirements for election assistance commission standards
certification and be approved by the State Board of Elections prior to distribution and use in this
state. No system may be approved unless the system fulfills the requirements as established by
the State Board of Elections. Any changes or modifications to an approved system shall be
approved by the State Board of Elections prior to distribution and use.

End of State Statute

Start of State Board of Elections Rule

5:02:09:02. Approval of automatic tabulating systems required before distribution. Prior
to distribution in South Dakota, a company or corporation dealing in automatic tabulating or electronic
ballot marking systems shall give written notice to the state board of elections and demonstrate that its
system complies with SDCL 12-17B-2 and § 5:02:09:02.01 or 5:02:09:02.03 and is certified as fulfilling the
requirements of the Election Assistance Commission 2015 voting system standards by an independent
test authority accredited by the Election Assistance Commission. If the State Board of Elections approves
the system, it shall issue a certificate of approval.

Any changes or modifications in an approved automatic tabulating or electronic ballot marking
system may be certified by the State Board of Elections with or without the demonstration described in
this section for initial approval. The modification for the already approved system must have been
certified as fulfilling the requirements of the Election Assistance Commission voting system 2015
standards by an independent test authority accredited by the Election Assistance Commission or been
certified to meet the national standard by another state. Any change or modification determined to be de
minimis by the independent test authority does not need state board of elections certification.

— End of State Board of Elections Rule




2. The facts and circumstances which give rise to the issue to be answered by the board's
declaratory ruling are:

Under the Help America Vote Act of 2002, it is clear that voting systems under section 301
(b)(1) (D) are able “to maintain and produce any audit trail information;” and the requirement is
further developed under the Voluntary Voting Systems Guidelines 1.0, Chapter 7 section 8 (7.8
Independent Verification System). This audit trail information, considered records under 52
USC 20701, must be preserved and maintained after any Federal Election for 22 months.

ES&S has supplied, programmed and maintained all of the DS200, DS450 and DS850 tabulators
used in the state of South Dakota in the 2024 Primary and General Elections.

a. ES&S EVS 6.1.1.0 is the most recently certified system that the State Board of
Elections approved for use in the state of South Dakota, approved in August of 2021,
and it was the standard used in the South Dakota 2024 Primary and General
Elections.
https://boardsandcommissions.sd.gov/bcuploads/ES&S%20EVS6110%20Certificate
%20and%20Scope%200f%20Conformance%2007-27-2020.pdf. pdf

b. The ES&S EVS 6.1.1.0 EAC Certificate of Conformance clearly shows that the
DS200, DS450, and DS850 (page 2) produce cast vote records.

DS200® is a polling place paper-based voting system, specifically a digital scanner and tabulator
that simultanecusly scans the front and back of 3 paper ballot and/or vote summary card in any
of four orientations for conversion of voter selection marks to electronic cast vote records
{CVR).

DS450% is a central scanner and tabulator that simuitaneously scans the front and back of 3
paper ballot and/or vote summary card in any of four orientations for conversion of voter
selection marks to electronic CVRs.

DS850° is a central scanner and tabulator that simultaneously scans the front and back of a
paper bailot and/or vote summary card in any of four orientations for conversion of voter
selection marks to electronic CVRs.

https://www.eac.cov/sites/default/files/voting svstem/files/ES%26S%20EVS6110%2
OCertificate%20and%20Scope%200f%20Conformance%2007-27-2020.pdf.pdf

c. The default settings for the ballot handling after a ballot is cast is to save all images.
The default settings was tested and certified by the EAC and then certified by the
South Dakota State Board of Elections. There was no testing with the settings off to
determine if the system would remain certifiable.

d. During a meeting held on June 16", 2023 with a delegation from the South Dakota
Secretary of State’s Office, Mr. Tucker Omel, Senior Sales Engineer with ES&S,
stated “The setting, the default setting is to capture images. We have to go through

extra effort to turn it off...” (page 60)
https://www.sdcanvassing.com/_files/ugd/944eb0_9daad6d7ac76443{b04£2586523b5

a96.pdf




e. Inan April 29® , 2024 email from Jared Schwab, Representative of ES&S, to
Minnehaha County Auditor, Leah Anderson, Mr. Schwab confirmed to Mrs.
Anderson that the State had directed ES&S to program all media in the state with the
setting to not save the ballot images.

From: Schwab, Jared <jared.schwab®@essvote.com>
Sent: Monday, April 29, 2024 12:42 PM

To: Anderson, Leah <landerson@minnehahacounty.gov>
Subject: Re: Ballot Images Email

Hey Leah,

Yeah | don’t recall us ever sending out communication on that specifically outside of that best practice document. We did get
confirmation from tha state that they’re having us program everyone’s media with that setting set to not save any ballot images.

Thanks,
Jared
Get Qutlook for iQS

f. Here is a copy of a manual from ES&S showing the default settings when they
program the flash drives for the DS200’s to use in elections.

2.3.3 DS200 Settings ?ﬁ,

Use DS200 Settings to set up poll place options, configure ballot images and
handling, and select report options for the DS200 tabulator. From the Manage
menu, select DS200 Settings.

St | 5200 Setégs
Elaction day Avesnloa/Carty
5200 Setorgs
Fol Place Cpbons
' dliow Re-opening of ol  Require Secirty Code <0 Poll Tz

Bafc: Handing Ogtans Befors Befict is Caet

Condtiors Pape- Bolot Opions Expressvote Card Handing Oobions
Undorvoted Ealct IGver VolerProterance | ® Aweys Accet Exressiote Cards
Blank okt : Query Voter Preferonce - Aeiays Follow Dsper Bt Cobons
Cross Qer Voled Balo - Quary Voler Prefersnce -
Crvervted Balot | Guery Vot Preferencs  w
Usreadabe Marks on Balot 1 Awevs Reisct 2o
¥ AByw DiSpiay Of AfTeCted CHNENIS
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g. On page 2 of all ES&S administration manuals it is clear that ES&S understands the
requirements by placing this notice in the manual:

“United States Election Assistance Commission Notification for
Approved Voting Systems

In accordance with the United States Election Assistance Commission (EAC)
Testing and Certification Program Manual, Version 2.0, ES&S hereby notifies
the purchaser that any changes or modifications to an EAC approved voting
system which have not been tested and certified by the EAC will void the
EAC certification for such EAC approved voting system.”

Example - https://votingsvstems.cdn.sos.ca.gov/vendors/ess/evs6302/evs6302-

use-proc.pdf

h. ES&S programed all the DS200s, DS450s, and DS850s for use in South Dakota’s
Elections in 2020, 2022, and in 2024.

i. There are no meeting minutes since August of 2021 by the South Dakota State Board
of Elections indicating an application by ES&S seeking approval of any changes or
modifications to any prior approved voting system seeking to change any part of the
configuration of the voting systems.

j. Both the Secretary of State and ES&S failed to abide by the state laws and rules,
which clearly require approval of a change or modification to an already approved
configuration by the South Dakota State Board of Elections prior to distribution and
use in South Dakota.

3. The precise issue to be answered by the board's declaratory ruling is:

Did ES&S obtain a determination before making, specifically in regard to the

a.
following: “Each system shall fulfill the requirements for election assistance
commission standards certification and be approved by the State Board of
Elections prior to distribution and use in this state. No system may be approved
unless the system fulfills the requirements as established by the State Board of
Elections. Any changes or modifications to an approved system shall be
approved by the State Board of Elections prior to distribution and use.”?

b.  Ifso, when did the state receive that determination from ES&S?

c. Isthe Secretary of State of South Dakota authorized to change or modify a
voting system including directing ES&S to turn off the save ballot images,
without the approval of the State Board of Elections?

(__FElkton. SD ), this 18"  day of August . 2025
SWORN TO B : o 4
Notary Pul§ Rick Weible
Commissi 803 Elk St., Elkton, SD 57026

Signature of petitioner
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AUG 26 2025
State of South Dakota
State Board of Elections SD Secretary of State
Petition for Declaratory Rulings

Pursuant to the provisions of SDCL 1-26-15, I (Rick Weible) of (803 Elk St, Elkton SD 57026),
am (a resident of Brookings County, SD), and do hereby petition the South Dakota State Board
of Elections for its declaratory ruling in regard to the following:

1. The state statute or State Board of Elections rule or order or form in question is:
Start of State Statute---

12-17B-2. Requirements for automatic tabulating, electronic ballot marking, and
election voting equipment systems--Approval of changes or modifications.

Any automatic tabulating or electronic ballot marking system used in an election shall enable the
voter to cast a vote for all offices and on all measures on which the voter is entitled to vote. No
automatic tabulating, electronic ballot marking, or election voting equipment system may be
connected to the internet. No ballot marking device may save or tabulate votes marked on any
system. Each system shall fulfill the requirements for election assistance commission standards
certification and be approved by the State Board of Elections prior to distribution and use in this
state. No system may be approved unless the system fulfills the requirements as established by the
State Board of Elections. Any changes or modifications to an approved system shall be approved
by the State Board of Flections prior to distribution and use.

Source: SL 1994, ch 110, § 6; SL 2005, ch 92, § 3; SL 2018, ¢h 81, § 2, eff. Feb. 5, 2018.

End of State Statute--

Start of State Board of Elections Rule -—-

5:02:09:02. Approval of automatic tabulating systems required before distribution. Prior
to distribution in South Dakota, a company or corporation dealing in automatic tabulating or electronic
ballot marking systems shall give written notice to the state board of elections and demonstrate that its
system complies with SDCL 12-17B-2 and § 5:02:09:02.01 or 5:02:09:02.03 and is certified as fulfilling the
requirements of the Election Assistance Commission 2015 voting system standards by an independent
test authority accredited by the Election Assistance Commission. If the State Board of Elections approves
the system, it shall issue a certificate of approval.

Any changes or modifications in an approved automatic tabulating or electronic ballot marking
system may be certified by the State Board of Elections with or without the demonstration described in
this section for initial approval. The modification for the already approved system must have been
certified as fulfilling the requirements of the Election Assistance Commission voting system 2015
standards by an independent test authority accredited by the Election Assistance Commission or been
certified to meet the national standard by another state. Any change or modification determined to be de
minimis by the independent test authority does not need state board of elections certification.

Source: 2 SDR 5, effective July 30, 1975; 6 SDR 25, effective September 24, 1979; 16 SDR 203,
effective May 28, 1990; 21 SDR 77, effective October 24, 1994; 22 SDR 95, effective January 18, 1996; 29
SDR 113, effective January 30, 2003; 32 SDR 109, effective December 26, 2005; 33 SDR 230, effective



July 1, 2007; 35 SDR 306, effective July 1, 2009; 46 SDR 42, effective September 30, 2019; 47 SDR 37,
effective October 6, 2020.

End of State Board of Elections Rule -

2. The facts and circumstances which give rise to the issue to be answered by the board's
declaratory ruling are:
“No automatic tabulating, electronic ballot marking, or election voting equipment system may be
connected to the internet.” SDCL12-17B-2 makes it clear that we must safe guard our election
systems from internet connections, including cellular modems in the tabulators that could
connect to the internet, intranet, or a cellular network.
a. ES&S submitted marketing materials (Exhibit A) indicating that modems were EAC
approved to the State Board of Elections for approval of its EVS 6.0.4.0 in its
meeting held August 13™, 2019.
https://boardsandcommissions.sd.gov/bcuploads/BallotMarkingDevice& Tabulators.
pdf (Pages 3-4)

b. During the testing overview conducted July 22-24, 2019 with Stefen Pluta,
Department of Homeland Security, and Jim Edman, South Dakota Bureau of
Information and Telecommunications present, there was no physical examination of
the DS200 tabulator reported in an effort to ensure adherence to the law that the
tabulators did not have any capability to connect to the internet. (Exhibit B)

https://boardsandcommissions.sd.gov/bcuploads/2019EVS6040Report.pdf

c. The ES&S EVS 6.0.4.0 Voting System was approved by the State Board of
Elections on Aug 13%, 2019 without any discussion of the modems.
https://boardsandcommissions.sd.gov/bcuploads/DraftBOEMinutes8.13.19.pdf

d. On Jan 7™ 2020, US Election Assistance Commission received a complaint
regarding ES&S misrepresentations regarding EAC certification of voting machines
with modems:

We wrile to you to request that the Election Assistance Commission (EAC)
initiate an inquiry and investigation into Elections Systems & Software (ES&S).
ES&S may have violated, and likely continues to violate, Sections 5.14 and 5.15.1
of the !;AC Testing and Certification Program Manual Version 2.0 (May 31, 2015)
(TCPM)' by reprcscmmg or implying that the DS200 with modem configuration is
EAC certified when in fact only the DS200 without modem is EAC certified. )
ES&S also may have violated Section 5.16 by failing to wam purchasers that
adding an uncertificd modem to the DS200 will void the EAC certification of the
voling system in its entirety. The EAC should investigate this misconduct. require
corrective action, and determine whether to suspend ES&S’s manufacturer
registration.

https://freespeechforpeople.org/wp-content/uploads/2020/01/EAC.ESS-Letter-re-
modems-with-Attachments-01.07.20.pdf




e. On March 20, 2020, the US Election Assistance Commission wrote ES&S and
directed the following actions: (Exhibit C)
i. Provide a plan to remove all misrepresented marketing material from
circulation.
ii. Notify current and potential customers who received the misrepresented
information that previous information was inaccurate.
iii. Distribute the revised information to those same customers.

f. On April 3", 2020, ES&S issued a generic letter to customers, that advises the
removal of EAC stickers where tabulators include modeming capabilities. (Exhibit
D)

In addition, your jurisdiction may have received DS200 units which include a sticker on
the back of the unit stating that the DS200 has been certified by the EAC. In order to ensure
compliance with the EAC Tesling and Cerlification Program, ES&S requests that you remove all
such stickers from those DS200s which include modem capability. If you would like ES&S to
remove these stickers, please contact your Account Manager and arrangements will be made for

ES&S to come on-site and remove such stickers.
e e — e e e e

g. On April 3%, 2020, ES&S issued a generic letter to other customers that does not
have the removal of EAC stickers notification. (Exhibit E)

h. On Aug 13™, 2020, Politico wrote an article about the EAC ordering ES&S to
correct their misleading claims, the EAC corrective actions, and the article also
indicated that 11 states were shipped DS200 tabulators equipped with modems, and
has never identified the states that received them.

What’s next: ES&S will play a major role in the November election. The
company has previously said that more than 33,000 DS200 optical scan
machines with modems are in use in 11 states and the District of Columbia but

has never identified which jurisdictions this includes beyond D.C.

https://www.politico.com/news/2020/08/13/election-voting-machine-misleading-
claims-394891

i. On page 2 of all ES&S administration manuals it is clear ES&S understands the
requirements, by placing this notice in the manual:

“United States Election Assistance Commission Notification for Approved
Voting Systems
In accordance with the United States Election Assistance Commission (EAC)
Testing and Certification Program Manual, Version 2.0, ES&S hereby notifies the
purchaser that any changes or modifications to an EAC approved voting system
which have not been tested and certified by the EAC will void the EAC
certification for such EAC approved voting system.”
Example - https://votingsystems.cdn.sos.ca.gov/vendors/ess/evs6302/evs6302-

use-proc.pdf




J- Many of the DS200's currently in use in South Dakota were purchased and
received around the time the 33,000 mislabeled DS200's were shipped across the
country.

3. The precise issue to be answered by the board's declaratory ruling is:

a.  Did ES&S comply with the US Elections Assistance letter dated March 20, 2020
by:

i. Notifying current and potential customers who received the misrepresented
information that previous information was inaccurate.
ii. Distributing the revised information to those same customers.

b.  Is the State Board of Elections in receipt of either letter from ES&S? (Exhibit D
or E)

c.  Did the State of South Dakota conduct an audit or ask for an audit to ensure that
there are no modems in South Dakota’s DS200 tabulators?

d.  Is the State Board of Elections aware that the EAC has the authority to conduct
reviews of fielded voting systems to ensure compliance with their Testing and
Certification Program?

e.  What assurances and evidecne, independently of any statements from ES&S, can
the State Board of Elections make to the public, to ensure them, that there are no
modems in any of the voting systems in South Dakota?

Dated at (__Elkton. SD ), this 18" day of August . 2025
Rick Weible
803 Elk St.

Elkton, SD 57026
Signature of petitioner

SWORN TO BEFORE ME




Exhibit A

DS200°

'z:j Precinct Scanner & Tabulator

Protective Cover

Cover has heavy-duty rubber seal to shelter D5200
from slemants during transport.

Easy to Set Up
Lid-up, power-on approach allows poil workers to
easily open polls.

Touch Screen and Display

Provides voters with instructions and immediate
feadback. Tension bearings hold scraen in place for
custom positianing.

™\ Ballot/Card Slot

Voters cast both ballots and vote summary
cards here; accommodates up to 19-inch
ballots,

- Augxiliary Ballot Compartment

Main Ballot Compartment

Easy, hassle-free storage of up to 2,500
ballots.

- 11

{ The number of 14-inch fiat ballors procsssed per minute J

Version 2
Copyright € 2016 Election Systems & Software, LIS Al rights reserved. Al images Copynght © 2014 - 2018 Electicn Sypstens & Softemre, LG,




DS200 Key Features

The DS200 is a precinct-based scanner and vote tabulator equipped with the latest in ES

patented technology. Fully certified and compliant with EAC guidelines, the D5200 ¢

voting experience for voters and election officials alike. Qur patented IMR™ and PTRAC toc‘moi@"-
ensures even the most poorly marked ballots are read accurately and consistently — protecting
voter intent. All of this is designed to make everyone's job easier.

ACCURATE

The DS200 combines the ES&S-patented Intelligent Mark Recognition (IMR™) and patented
Positive Target Recognition & Alignment Compensation (PTRAC) systerns to accurataly
track and pinpoint target locations. This technology accommodates ballots inserted at
angles or with erroneous marks to uphold voter intent. This precision improves the relisbility

of elections.

SECURE

Like ali ES&S tabulation aquipmant, the DS200 includes physical security features such as
locking panels and security seals to secure sensitive components and election files, snd s
kay-locked case for transport and shipping. The DS200 operating system controls, limits
and detects unauthorized access to all eritical data. The system also includes safeguards,
such as data encryption and digital signatures, that help protect sensitive data and verily
authenticity, including certification of all firmware.

RELIABLE

Having both battery backup and thermal paper means you never have to worry shout power
outages or printer ink.

COMPATIBLE

Works in conjunction with:
- ExpressVote® Universal Voting System - Electionware® Election Mansgement Software
- DS450* High-Throughput Scanner & Tabulstor - AutoMARK® Ballot Merking Device .

- DS5850% High-Speed Scanner & Tabulator - Elaction Reporting Manager®
COMPREHENSIVE
+ Optional wiveless modem results transfer « Backup data storage
with encryption . Data sent via Secure File Transfer Protoco!
Prirnary data storage device {SFTP) server

For more information visit www.essvote.com



Exhibit B

South Dakota State Board of Elections
ESXS Voting System (EVS) 6.0.4.0 State Certification

Pursuant to South Daketa Codified Law (SDCL) § 12-17B-2, please accept this report as official application for
certification of Election Systems and Software (ES&S) EVS 6.0.4.0. The testing of all equipment was conducted on
July 22-24, 2019 in Pierre, SD.

The following individuals were present:

ES&S

State Certification Manager: Mark Manganaro

th Dak T i
Secretary of State: Steve Barnett
Deputy Secretary of State: Jason Lutz
Director, Division of Elections: Kea Warne
State Election Coordinator: Christine Lehrkamp
HAVA Coordinator: Rachel Soulek
Elections & Federal Project Coordinator: Rory Mennengejj
Election Assistant: Bailey Tibbs

Jackie Sieverding, Union County Auditor

Jane Naylor, Aurora County Auditor

lennifer Deyo, Hughes County Auditor Staff

Kylie Stoddard, Hughes County Auditor Staff

Philena (Phil) Burtch, Stanley County Auditor

Susan Lamb, Sully County Auditor

Shawna Shaw, Potter County Auditor

Stefen Pluta, Department of Homeland Security

jim Edman, Bureau of Information and Telecommunications

System Testing Overview
The components and versions of EVS 6.0.4.0 are as follows:

Software
ElectionWare, v. 5.0.4.0
* ElectionWare integrates the election administration functionality into a unified application. Its intended
use is to define an election and create the resultant media files used by the ExpressVote, DS200 tabulator,
DS450 tabulator, the DS850 Central Ballot Scanner, and Election Reporting Manager {(ERM).
Event Log Service, v. 1.6.0.0
* ES&S Event Log Service is a Windows Service that runs in the background of any active ES&S Election
Management software application to monitor the proper functioning of the Windows Event Viewer. The
ES&S Event Log Service closes any active ES&S software application if the system detects the improper
deactivation of the Windows Event Viewer.
Removable Media Service.v. 1.5.1.0
¢ Removable Media Service (RMS) is an application that runs in the background of the EMS client
workstation and supports the installation and removal of election and results media.



E
DS200 Central Digital Tabulator, v. 2.17.4.0
¢ Used in Aurora, Bon Homme, Haakon, Harding, jerauld, Kingsbury, Sanborn, Perkins, Mellette, Corson,
Campbell, Walworth & Ziebach counties
¢ DS200 digital tabulator is a paper ballot tabulator that is designed for use as a polling place tabulator or a
central count tabulator, South Dakota counties will use as a central count tabulator. Both sides of the ballot
are scanned at the same time using a high-resolution image-scanning device.
DS450 Central Count Tabulator, v. 3.1.1.0
+ Used in Clay, Lyman, Turner & Tripp counties
¢ The D5450 is a mid-range tabulator that simultaneously scans the front and back of a paper ballot and for
vote summary card. TruGrip™ technology insures that multiple sets of rollers are controlling the ballot in
the transport at all times. This provides for reliable handling of ballots; even folded ballots. It can also read
ballots in any of four orientations. It sorts tabulated ballots into discrete output bins without interrupting
stanning.
DS850 Central Count Tabulator, v. 3.1.1.0
¢ Used in Beadle, Brookings, Brown, Codington, Davison, Lincoln, Meade, Minnehaha and Pennington
counties.
¢ The DS850 is a high-speed, digital scan central ballot tabulator that uses cameras and imaging algorithms
to capture voter selections on the frontand back of a ballot, evaluate results and then sort ballots into
discrete bins without interrupting scanning. A dedicated audit printer generates a continuous event log.
Machine level reports are produced from a second, laser printer. The scanner saves voter selections to an
internal hard disk and exports resuits to a USB Memory stick for processing with ElectionWare Reporting
Software.
ExpressVote Universal Voting System, v. 2.4.5.0
¢ The ExpressVote is a universal voting device designed for all voters, with a printed voter-verifiable paper
record. This system combines paper-based voting with touch screen technology. The ExpressVote includes
a mandatory vote summary screen that requires voters to confirm or revise selections prior to printing the
summary of ballot selections using the internal thermal printer.
» The ExpressVote enables voters who are visually or physically impaired and voters more comfortable
reading or hearing instructions to privately make their selections. The ExpressVote supports navigation
through touchscreen, physical keypad or ADA support peripheral such as a sip and puff device.

Testing Overview

During the test, the 500 ballots were split between five precincts including a split precinct in Precinct One. The SOS
staff tested primary election and general election bailots, Tabulated ballots contained 10 choices and contained
choices on hoth the front and back, except for the ExpressVote which prints all selections on one side. The ballots
for testing were at least 90% fully voted with the remainder containing overvoted and undervoted ballots. An
additional 15 ballots were also processed as absentee ballots in which each ballot was folded in the same manner
as absentee ballots.

250 optical scan ballots were hand marked by staff which were then tabulated on a DS200, DS450 and DS850.

Description of ExpressVote Universal Voting Device Testing

Pursuant to ARSD § 5:02:09:02.03, 250 ExpressVote pre-printed ballot cards were marked using three ExpressVote
machines. Each card was accurately marked and displayed each race that was marked. Each card was then
accurately tabulated pursuant to ARSD § 5:02:09:02.01 on a DS200, DS450 and DS850. The ExpressVote machine
was unplugged and the battery back-up system was successfully tested to allow voting to continue uninterrupted
for two hours without external power. One error message was displayed when a staff person tried to inserta
primary election ballot, which the error message indicated that the machine was not programmed for that election.
The ballot was ejected without opening the machine.



Description of Automatic Tabulating System Testing

Pursuant to ARSD § 5:02:09:02.01, the 250 ExpressVote cards that were marked using the ExpressVote were then
tabulated by a DS200, DS450 and a DS850. During the testing, the DS850 successfully detected the blank ballots
and tabulated the optical scan ballots and the ExpressVote cards at a rate well over the required 15 ballots a
minute. During the testing, the DS450 successfully detected the blank ballots and tabulated the optical scan ballots
and the ExpressVote cards at a rate well over the required 15 ballots a minute. The DS200 comrectly sorted the
blank ballots by sorting them to a different side of the ballot box and accurately processed the ballots at a rate of 10
ballots per minute, the required time frame.

Conclusion

All testing of the equipment was successful and met all requirements pursuant to codified law and administrative
rule and EVS 6.0.4.0 is recommended for distribution in South Dakota with the ExpressPass exception. Attached is
the Secretary of State’s certification report and the Election Assistance Commission Grant of Certification and

Certificate of Conformance.



Exhibit C

U. S. ELECTION ASSISTANCE COMMISSION
VOTING SYSTEM TESTING AND CERTIFICATION PROGRAM
1335 East West Highway, Suite 4300

Sitver Spring, MD 20910

March 20, 2020 Sent vig e-mail

Steve Pearson, Senior Vice President of Certification
Election Systems & Software

11208 John Gali Blvd.

Omaha, NE 69137

Re: DS200 Misrepresentation
Dear Mr. Pearson,

On January 7, 2020, the U.S. Election Assistance Commission (EAC) received a complaint from two
organizations, Free Speech for People and National Election Defense Coalition, stating that:
1. ES&S may have violated Sections 5.14 and 5.15.1 of the EAC Testing and Certification Program
Manual Version 2.0 by representing or implying that the DS200 with modem configuration is
EAC certified when in fact only the DS200 without modem is EAC certified.
2. ES&S also may have violated Section 5.16 by failing to wam purchasers that adding a modem to
the DS200 will void the EAC certification of the voting system in its entirety.

The complaint requested that the EAC conduct an investigation, require corrective action, and determine
whether to suspend ES&S’s manufacturer registration.

On the same day, I requested that ES&S submit all marketing material for all ES&S FAC-certified
voting systems by COB on January 10, 2020. ES&S requested to extend the deadline to January 17" due
to unavailability of ES&S’s marketing manager. ES&S submitted the marketing material, including their
response to the complaint, on January 17% In their response, ES&S stated they have remedied the issue
by removing all references in its current corporate marketing materials related to the “optional use™ of
modems.

I'have reviewed the marketing material submitied by ES&S and confirm that ES&S has several
documents that state that the DS200 is “fully certified and compliant with EAC guidelines” while also
listing a modem as optional. This misrepresentation is in violation of the EAC’s Testing and
Centification Program. | am pleased that ES&S has taken prompt action to revise their marketing
material. In order to be in compliance with our Program, ES&S must take the following corrective
actions:

¢ Provide a plan to remove all misrepresented marketing material from circulation.

» Notify current and potential customers who received the misrepresented information that

previous information was inaccurate.
¢ Distribute the revised information io those same customers.



In several other documents, ES&S states, “All ES&S tabulation systems are submitted to rigorous and
extensive independent test campaigns as part of the Election Assistance Commission’s (EAC) Voting
System Certification Program.” I find this statement to be a misrepresentation since ES&S has state-
certified voting systems that have not been tested or certified under the EAC’s Program. In order to be in
compliance with our Program, ES&S must take the following corrective actions:
¢ Revise the marketing material to properly represent voling systems that have been certified by
the EAC.
¢ Provide a plan to remove ail misrepresented marketing material from circulation.
Notify current and potential customers who received the misrepresented information that
previous information was inaccurate.
¢ Distribute the revised information to those same customers.

As you are aware, the EAC has the authority 1o conduct reviews of fielded voting systems (o ensure
compliance with our Testing and Certification Program. We will conduct reviews of EAC-certified
DS200s to ensure that they comply with our Program.,

Finally, according to Section 5.15.4 of the Testing and Certification Program Manual, you have 15 days
from receipt of this letter to comply with the recommended corrective actions. Failure to comply will
result in the EAC publicly announcing that the voting system no longer complies with its original
certification, and could include initiating decertification actions and’or suspension of manufacturer
registration.

You are a valued stakeholder and 1 appreciate your proactive and prompt response.

Sincerely,

fonn, C AL

Jerome Lovato
Director, Voting System Testing and Certification

¢¢: Mona Harrington, Acting Executive Director
Amanda Joiner, Associate Counsel



Exhibit D

[ M Election Systems

N 11208 john Galt Bowwvard maha. NE 68117 LSA

Phone: 402 5010701 - Toll Free: 1 Ron 247 A8y - Fan

s SLAvate (Om

April 3, 2020

VIA ELECTRONIC MAIL

CONTACT NAME
STATE/CUSTOMER NAME
ADDRESS

ADDRESS

RE: Election Systems & Software, LLC (“ES&S”) DS200® Marketing Materials
Dear CONTACT NAME:

it has recently been brought to our attention that certain ES&S DS200 precinct scanner
and tabulator (D5200) marketing materials may contain potential inaccuracies. In prior DS200
markeling materials you may have received from ES&S, ES&S states that the DS200 has been
certified by the United States Election Assistance Commission (EAC), while also listing the use
of modems as an option for the DS200. Please be advised that the DS200 has been fully
certified by the EAC, however the certification does not include modem capability.

Please be advised that it was never the intent of ES&S to state or imply that DS200
modeming capability was EAC certified. Further, ES&S made known to states which ailow
modeming that the modeming configuration has not been approved by the EAC. As you know.
the DS200 has been fuily certified and approved by your state for use in your jurisdiction with the
use of modems. Your jurisdiction may continue to use the DS200 with modem capability as
certified by your state.

In order to avoid any confusion with respect lo ES&S' EAC certified voting systems and
ES&S’ voling systems which afiow for the modeming of unofficial results, ES&S has removed all
references in its current corporate markeling materials refated to the “optional use” of modems.
To view updated corporale marketing materials for the DS200, please visit

in addition, your jurisdiction may have received DS200 units which include a slicker on
the back of the unit stating that the DS200 has been certified by the EAC. In order to ensure
compliance with the EAC Testing and Certification Program, ES&S requests that you remove all
such stickers from those DS200s which include modem capability. If you would like ES&S to
remove these stickers, please contact your Account Manager and arrangements will be made for
ES&S to come on-site and remove such stickers.

We thank you for being a customer of ES&S. If you have any questions or need
additional information, please contact your Account Manager and they will respond accordingly.

Sincerely,

Steve Pearson
Senior Vice President of Cerlification



Exhibit E

Etection S\/SECmS 1ol john Gait Bowavard - Omaha, NE 68137 USA
& Software Phase: 4025930001 - Toll-free: 1.800.247 8683 - Fas: 402,593, 8107
e £TAVTHE Am

April 3, 2020

VIA ELECTRONIC MAIL

CONTACT NAME
STATE/CUSTOMER NAME
ADDRESS

ADDRESS

RE: Election Systams & Software, LLC (“ES&S") DS200® Marketing Materials

Dear CONTACT NAME:

it has recently been brought to our attention that ceriain ES&S DS200 precinct scanner
and tabulator (DS200) marketing materials may contain potential inaccuracies. in prior DS200
marketing materials you may have received from ES&S, ES&S states that the DS200 has been
certified by the United States Election Assistance Commission (EAC), while also listing the use
of modems as an option for the DS200. Please be advised that the DS200 has been fully
certified by the EAC, however the certification does not include modem capability.

Please be advised that it was never the intent of ES&S o state or imply that DS200
modeming capability was EAC cedified. Further, ES&S made known to states which aflow
modeming that the rmodeming configuration has not been approved by the EAC.

In order to avoid any confusion with respect to ES&S’ EAC certified voting systems and
ES&S’ voling systems which atlow for the modeming of unofficial results, ES&S has removed all
references in its current corporate marketing materials related to the “optional use” of modems.
To view updaled corporate marketing materials for the DS200, please visit
www.essvote.com/productsids200/.

We thank you for being a customer of ES&S, if you have any questions or need
additional information, please contact your Account Manager and they will respond accordingly.

Sincerely,

Steve Pearson
Senior Vice President of Certification



